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AnnapaTHbin
MeXXCeTeBOU 3KpaH
cnepyoLw,ero NoKoneHus

UserGate NGFW C150 — annapaTHblii
MEXCEeTEBOW 3KpaH CNeayoLero nokoneHus
A5 3aLMTbl OpraHn3aumm HebonbLoro
pasMepa n dumanos.

Bce ¢pyHKunm UserGate NGFW C150
aHanornyHol dyHkLnam bonee
NPOW3BOAMTENBbHbBIX MOAENEN.

YcTponcTteo cepTudunumposaHo PCTOK
Poccun no 4 ypoBHO goBepus,
TpeboBaHWaM K M3 no npodunto 3almThl
A, b, n [l 4-ro knacca 3aluTbl, a Takxe
kak COB ypoBHs ceTu 4-ro knacca 3awmTbl
(cepTndpukat N2 3905).

AnnapaTHas nnatdopma C150 BHeceHa
B peecTpbl MuHnpomMTopra Poccum:

B PEecTp POCCUNCKON NPOMbILLNEHHOM
npoaykuum (MMM 719, PPIM)

®m eJUHbIN PeecTp POCCUNCKOMN
PagnoaNeKTPOHHON NPoayKLUMM
(Mr 878, EPPPIT, P3IM)

OCHOBHbIe pyHKLMMU

@ KoHTponb cocTosiHMa ceccui

IFQH KoHTpOnb NnpunoxeHuin

@—E TpaHcnsauma ceTeBbiX aapecos

% MpenoTBpalleHMe BTOPXEHMI

@% KoHTeHTHas dpunbTpaumns

ﬁz; NoeHTndurkaums nonb3oBaTenemn

@ 3awmTa OT BMpPYCOB, CNama, dULInHra
% HewmndpoBaHme SSL

% LLIndpoBaHme KaHana cBsA3K

ﬁ 3alMLLEHHDbIN yOaneHHbIM OCTynM

& )
3awmTta oT DoS-aTak
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MpounsBoanTenbHOCTD

[apameTp 3HayeHune
FW L3/L42, M6uT/c, Tpaduk UDP 1518 GainT 3800
FW L3/L4, M6uT/c, Tpaduk EMIX 2400
FW L3/L4, Malkcmmaanoe KONM4ecTBo 16 000
HOBbIX CECCUI B CeKyHAY
FW L3{L4, MaKCUMasbHOe KOIM4ecTBO 2500 000
ceccui ana npotokona TCP
FW L78, M6uTt/c, Tpaduk EMIX 2200
FW L7, MakcManbHoe Konm4ecTBo 7500
HOBbIX CECCUIN B CEKYHOY
FW L7 + IPS*, M6uT/c, Tpadunk EMIX 1000
FW L7 + IPS, MakcuManbHoOe KOnM4ecTBo 5000
HOBbIX CECCUI B CEKYHAY
FW L7 +IPS + CF%, M6uT/c, Tpaduk HTTP,

450
pa3mep oteeTa 256 Kb
FW L7 + IPS + CF, M6uT/c,
Tpaduk HTTPS, paamep otBeTa 256 Kb, 180
TLSv1.2
NGFW (FW L7 + IPS + CF), M6uT/c, 10

Tpaduk EMIX

| —

Cneuudukaums
obopynoBaHus

AnnapaTHas KOHPUrypaumns

1x CPU, 8 ggep,

LleHTpanbHbIM NpoLeccop 16

OnepaTuBHas NamsTb 1xDDR4,16 B

3anomMuHatoLLee yCTPONCTBO 1xSSD 128 b
NHTepdenci

RJ45 nns nepenayn faHHbIX 8 Wwr. (4 napsbl ¢ bypass)

SFP ons nepefavun faHHbIX HeT
RJ45 pna PMC 1w
USB Type-C gns PMC TwT
USB 3.0 Type-A TwT
VGA HeT

[ononHuTenbHble CNOTbl ANA et
ycTaHoBkM ceTeBbix kapT (NIC)
OnekTponuTaHue

KonunyectBo 610KOB NTaHMA 2 WT., BHEWHME

lopsiyas 3aMeHa HeT
HanpsaxeHne 12B

CeTb nuTaHus 140-220B
MoTpebnsemas MOLLHOCTb 36 BT
OxnaxpaeHue

BeHTunatopsl TwT
lopsyas 3ameHa HeT

Pasmepbl

labaputsl (LU x [ x B)

205 x185x 44 mm

" NamepeHns nposoannmch Ha UserGate NGFW
Bepcun 7.3

2FW L3/L4 — MexceTeBOW aKpaH C KOHTPOIeM
COCTOSIHNSI CecCcui

3 FW L7 — MexceTeBOM akpaH C KOHTPOeM
COCTOSIHNSI CECCUIN W KOHTPONEM MPUNOXEHNI

4IPS — cucTeMa obHapyxeHus
M NPeaoTBPAaLLEHMS BTOPXEHUI

5 CF — KoHTeHTHas dunbTpaums

Bec nnatdopmbl 1,2 xr

Bec noctasku 3«kr
JKcnnyaTaunoHHbIE MapaMeTpbl

Temnepatypa 0-+40C°

BnaxHocTb Bo3ayxa He 6onee 80 %

KonunuecTtso nonbsosaTenen® 150

8 OnpepenseTcsd No yCpeaHeHHOMY NMpodpusio
COTPYOHMKA N MOXET CUIbHO BapPbUPOBaTbLCS
B 3aBMCUMOCTMW OT XapakTepa paboTbl
COTPYAHWKOB M HACTPOEK XYPHaIMpoBaHMs
UserGate NGFW




Jil" UserGate

¢YHKHMOHaﬂbeIe BO3MOXXHOCTHU

KoHTponb cocToanusa ceccum (FW L3/L4)
KoHTponb npunoxexun (FW L7)

TpaHcnsauma ceTeBbiX aapecos

(SNAT, DNAT, PAT)

MpepoTBpalleHne BTopxeHnn (IPS)
NaoeHTndukaums nonbaosatenen (Identity FW)
3alwmTa oT BUPYCOB, cnama, duwmHra (NAV)
3awmTa ot DoS-aTak

Hewndposanme SSL (HTTPS, SMTPS, POP3)
Mepepaya SSL (SSL forwarding)
LLIndppoBaHme kaHanos cBsa3n (S2S VPN):
IKEV1/L2TP, IKEV2 ¢ cepTudmkaTtomMm
Anroputmbl: 3DES, AES 128, AES192, AES256
3alwmiieHHbIn yoaneHHbi goctyn (RA VPN):
KEV1/I2TP, IKEV2 ¢ cepTudmkatom

IKEv2 + EAP-RADIUS

Anroputmebl: 3DES, AES 128, AES192, AES256

KoHTeHTHasa punbTpaums

KaTeropmnasatop (230M URL, 88 kaTeropui)
Mpokcu: NpsMor, 06paTHbIN, MPO3PayHbIlN,
aBHbIN, UpStream

DNS-dunsTpauns

Bnoknposka no GeolP

Captive Portal pns aBTopu3zaumm

CeTeBble BO3MOXXHOCTHU

CraTuyeckaa MapLpyTM3aLms
[HamMmyeckas MapLIpyTU3aums:

OSPF, BGP, RIP, PIM

MapwpyTursaumns Ha ocHoBe nonuTuk (PBR)
BupTyanbHbii MapwpyTnsatop (VRF)
PaBHonpaBsHble MapLpyTbl (ECMP)
BbicTpasa nposepka goctynHocTn (BFD)
YnpaBneHune Beb-kawmnposaHnem (WCCP)
HuHamuyeckas koHdurypaumsa xoctos (DHCP)
CermeHTaums n MacwtabupoBaHme:

VLAN, VXLAN

YnpaBneHune KkayecTBoM cepsuca (QoS)
Mopaepxka npoTtokona QUIC

LleHTpanusoBaHHOe yrnpaBfieHue

Management Center — oTaoenbHoe
pelleHne ans ynpaBieHns 3KoOCUCTEMOM
UserGate SUMMA
MynbTUTEHAHTHOCTb
OTKa30yCTOMNYMBbLIN KNacTep
Mbkasa ponesas Moaesb

LLlabnoHbl n nonutukmn Nb
SKCNopT/MMNOPT NOMUTUK
JlornposaHue

YcTtaHoBka Ha BM nnum MAK

10 000+ ycTponcTB

OTKa30yCTOMYUBOCTb

Active-Passive (2 Hoapl)
Active-Active (2, 3, 4 HoAabl)
CnHXpOHM3aLMsa ceccum
PesepsupoBaHue knactepa (VRRP)
CunHxpoHu3zaums y3nos (GARP)
ArperunpoBaHue kaHanos (LACP)
PesepBunpoBaHMe KaHana

UHTerpauus

AD

LDAP

2FA

Syslog

ICAP
OTKpbITbIN API

BapuaHTbl yCTaHOBKM

B paspobiB (Cc 2-M4a MHTepdencamm)
HABHbIN NPOKCKH

Router-on-a-stick

Mpo3payHbi MocT L2
Mpo3payHbli MocT L3
BupTtyanbHo B pa3pbis (WCCP)
MOHUTOPUHI Mirror-nopTa
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CooTtBeTcTBME TPEeOOBAHUSAM
3aKkoHopaTenbcTea PO

Ceptudukar coorsetrcteua PCTIK Poccuun

Homep ceptudukara: 3905
Hata Bbigaun: 26.03.2018
Cpok pencteusa: 26.03.2026

1

. MoaTBepxxpaeT cooTBeTCTBME TPEOOBAHUAM:

K M3: Tun A, B, I n [1, 4 knacc 3awuThl
k COB: ypoBeHb ceTu, 4 Knacc 3alnTbl
no 4 ypoBHIO ooBeEPUS

. Paspelwsaet ncnonb3osaTb B cOCTaBe:

aBTOMaTn3npoBaHHbIx cnuctem (AC)

00 KNnhacca 3awmueHHocTn 11

3HauYMMbIX 06bekToB KW | KaTeropmm
NHPOPMALMOHHbBIX CUCTEM NEPCOHASbHbIX
naHHbIX (MCMOHR) 1 ypOoBHS 3aLMLLEHHOCTH
rocy0apCTBEHHbIX MHGOPMALMOHHbBIX CUCTEM
(F'MC) 1 knacca 3alULLLEHHOCTH
aBTOMAaTU3NPOBAHHbIX CUCTEM YNpPaBeHNs
TexHonornyecknmu npoueccamm (ACY TTI1)
1 knacca 3aWnLEeHHOCTHU
NHPOPMALMOHHbIX CUCTEM 0OLLLEro
nonb3oBaHua (MCOIM) Il knacca

[eknapauum o cCooTBETCTBUMN TpeboBaHUAM
TEXHUYECKUX PErNTaMEHTOB:

TP TC 004/2011 «O 6e3omnacHOCTH
HW3KOBOJIbTHOr0o 060pYyA0BaHMA»

TP TC 020/2011 «OnekTpoMarH1uTHas
COBMECTUMOCTb TEXHNYECKMX CPEeacTB»

TP EASC 037/2016 «O6 orpaHuyeHun
NPUMEHEHNS OMaCHbIX BELLLECTB B U3AENNNAX
9NEKTPOTEXHUKN 1 PagnNOo3NEeKTPOHNKIM»

Peectp MuHuunopbl Poccumn

3anucb o npoaykumm UserGate B peecTpe
MuHundpbl Poccmnm noaTBepXaaeT, 4To
nporpamMmHoe obecneyeHmne co3gaHo

Ha TeppuTopum Poccuinckom Oepepaunm
N NPUHAANEXUT POCCUNCKOMY
npasoobnagaTento.

MporpaMmmMHoe obecne4veHue,

He BKJ1t0OYeHHOe B peecTp MnHUndpbI
Poccuu, 3anpeLleHo gonyckaTb

K 3aKynkam 419 rocygapCTBEHHbIX

N MYHUUMNANbHBIX HYX [, @ TakXe
ONs 3Ha4YnMbIxX o6bekToB KA.

Peectp MuHnpomtopra Poccuu

Homep B peecTpe poCcCnincKom
NPOMBbILLIEHHOW NPOAYKLMM
(MM 719) n peecTpe POCCUNCKOM
PanMO31EKTPOHHOM MPOaYKLNM
(Mr878) —10284339.
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ononHuTenbHble

noaornnMcCKu

Security Updates (SU) Stream Antivirus*

s O6HoBneHme MO s COOCTBEHHbBIV CUIrHATYPHbIN aHTUBMPYC

= O6HoBneHue 6a3 IPS (curHaTypsbl aTak) UserGate

= O6HoBneHme 6a3 FW L7 = OkcnepTtmnsa oT UserGate 1 CTOPOHHMX
(curHaTypbl MPUIOXEHNI) NCTOYHMKOB

= CTaHOapTHbIM NakeT TEXHNUYECKOM = AHTUMBMPYC paboTaeT Noka akTMBHa NognmMcka
noaaepxkm

B 6as3oByto nuueH3uno UserGate NGFW
BKJItOMEHa rogoBas nognmcka Ha SU.
MpoaneHne NOANNCKN NponcxoamT

Ha naTHOW OCHOBE.

Advanced Threat Protection (ATP)* Mail Security*
= [nyb6okni aHanns koHTeHTa (DCI) = [1poBepka NoYTOBOro Tpadumka
= QunbTpaums No KaTeropmsam C NOMOLLbIO Moayna aHTucnama UserGate

= [lognucka Ha cnuckn PockoMHagsopa

n MunHncTtepcTBa tocTuumm PO
= YepHbie 1 6enble cnnckmn
Moanucka Ha Mopdonormnyeckmne 6asbl
ABTOMaTM4YeCcKoe 0H6HOBNEHME NOOMMCOK
Brnokunposka peknambl (AdBlock)
KoHTponb 3a coumanbHbiMmM CETAMM

Cluster

= beccpoyHaa nognuncka Ha paboTty UserGate
NGFW B pexume «knactep» .

* Heobxogmma akTuBHag nognucka Ha SU
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F1

F2
F3
F4

MNepepnHsas 3agHsas
naHesnb naHesb

8 x RJ45 1 buTt/c ong nepenaydn gaHHbIX R1 3azemnenue
(4 napel ¢ bypass) R2 Pa3beMbl NUTaHWUS MOCTOSIHHOMO TOKa
USB 3.0

RJ45 1 T6ut/c ona moaoyna PMC
USB Type-C ang mogyns PMC
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CnpaBka o0 napamMeTtpax
YCTPOMCTBA

AnnapaTHas nnatdopma UserGate C150
COOTBETCTBYET TEXHUYECKNM YCIOBUSAM
PTN®.465235.041 v npencrtasnsget cobomn
TEXHNYECKOEe CPEACTBO, MPUMEHSAEMOE B CETAX
cBA3M, Ha Base KOTopOoro peannayeTca
NporpaMmMHO-annapaTHbIM KOMMEeKC:

= C OYHKLMSAMUM KOHTPOMSA U GUNbTpaLmm
B COOTBETCTBUW C 3aAaHHbIMK NpaBuiaMm
NPOXOAALLNX Yepesd Hero MHGOPMALIMOHHbIX
NMOTOKOB

= C GYHKUMSAMM MO OOHAPYXEHMIO
N MPEeOoTBPALLEHNIO BTOPXEH U

= MICMO/b3yeMblin B Liensix obecneyeHns
HekpunTorpaduyeckMmm MeTogamMm 3aLLnTbl
NHbOPMALIMM OrPAHNYEHHOMO AOCTYNa

MHTepdenc ycTponcTBa COOTBETCTBYET
cTaHpapTam: IEEE 802.3, IEEE 802.3u, IEEE
802.3ab.

KomMmnnekT

NMOCTaBKU

MNAK UserGate C150 1 WwT.
bnok nuTaHug T WwT.
Kabenb nutaHus 1 wWwT.

[ononHUTENbHO MOXHO NprobpecTn
KpenseHue Ansa KlacTepHOM yCTaHOBKM
[BYX YCTPOMCTB B CEPBEPHYIO CTOMKY.

B3aTtb Ha TecT
UserGate NGFW

KoHTakTHass MHbopmaums:

TenedoH: 8 (800) 500-40-32
KnuneHTtam: sales@usergate.ru
MapTHepaMm: partner@usergate.ru
MapkeTuHr: marketing@usergate.ru

© 2025 000 «kOzeprenT»
Bce npaBa3alunuieHbl

MonesHble pecypcbl UserGate:

usergate.com/ru
t.me/usergatenews
rutube.ru/channel/24630896/
vk.com/usergaterus




