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AHHOTALMUA

HaHHbIN goKyMeHT BbinoniHeH B cooTtBeTcTBMM ¢ TOCT 19.502-78 m pacnpocTpaHsieTcs Ha usgenve
LWnro3 6e3onacHocTn web application firewall (WAF) Dallas Lock M®HA.26.20.40.143.001 (ganee
no TekCTy — nsgenue, wnio3 6esonacHoctn WAF Dallas Lock, WAF DL).

B HacTosllem OOKyMeHTe copepXaTtcsi oblivMe CBeAeHUst O HasHavyeHWuM usgenus M NporpammHoro

obecneyeHns nsgenua (ganee no tekcty — MO u3genus), ycnoBusx NPUMEHEHWS, OnucaHue 3agaun,
nepeyeHb BXOAHbIX U BbIXOOHbIX AaHHbIX.
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MonHas chopmynupoBka
EouvHbi ueHTp ynpaenenus Dallas Lock
MHdopmaumnoHHasi 6e3onacHoCTb
MHdopmaunoHHble TeXHONOrmMm
MexxceTeBoW aKkpaH
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DyHKUMOHaNbHas BO3MOXHOCTbL 6e3onacHocTn OO
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1 ®YHKUMOHAJIbHOE HASHAYEHUE

W3pgenve npegHasHadeHo ANS 3aliMTbl YPOBHSA NMOMMYECKMX rpaHuL, ceTu, 3awmTbl Beb-cepepa n pea-
nu3aumm cucteMbl OBHapyXeHUsl BTOPXXEHUW Mpu paboTe B MHOrOMosib30BaTeNbCKUX aBTOMaTuU3npo-
BaHHbIX CMCTEMAX, MH(POPMALMOHHBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIX, aBTOMaTU3NPOBaHHbLIX CUCTE-
Max ynpaBfieHWs! MPON3BOACTBEHHLIMU M TEXHOMOMMYECKMMM NPOLIECCaMu, roCyAapCTBEHHbIX MHAOP-
MaLMOHHbIX cUCTEMax, NPW 3aLnTe 3Ha4YMMbIX OOBHEKTOB KPUTUYECKON MHPOPMALIMOHHON MHAPACTPYK-
Typbl. i3genue BbINONHAET PYHKUUM KOHTPONSA U connbTpauumn B COOTBETCTBUM C 3a4aHHbIMW NpaBuna-
MW MPOXOASALMNX Yepe3d HEro MHPOPMALIMOHHBIX NMOTOKOB U MOXET MCMOoNb3oBaThbCs B Liensx obecneve-
HUS1 3aWmnTbl (HekpunTorpaduyecknmm metogamu) MHOpMauum OrpaHMYeHHOro JocTyna, a Takke
PYHKUMM aBTOMAaTU3NPOBaHHOro obHapyxeHus (bnoknposaHus) AeNCTBUN B MHAOPMALIMOHHON CUCTe-
Me, HamnpaBfeHHbIX Ha NpedHaMEpPEHHbIN OOCTYN K MHdopMauun, cneumanbHble BO3OEWCTBUS Ha WH-
dopmauuio (Hocutenn UHgopMaLmm) B LLeNsX Kpaxu, YHUUTOXKEHUS, UCKAXKEHUA U BNOKMpoBaHus O0-
CTyna K Hew.

WAF Dallas Lock HaueneHo Ha 3awuTy Beb-cepBepoB, pacrnonoXeHHbIX B AEMUNNTapU30BaHHOW 30He
(DMZ), n ceteBow nHdpactpyktypbl (LAN) oT yrpos, ucxogsiwmx us rnobansHomn cetn MHtepHet (WAN)

(pnc.1).

Dallas Lock WAF
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Pa6ouwne cTaHLuu B CeTu

Puc. 1. TunoBas cxema ucnonb3oBanuusa « WAF Dallas Lock»
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2 ycnosuda NnPMMEHEHUA

2.1 Wspenue ycTaHaBnuBaeTCs Ha CepBepHble nnaTdopmbl, paboTatowme Ha 6ase npoueccopHon
apxXuTeKTypbl cemencTBa x86_64, ¢ xapakTepuCcTukamu:

00bemM onepaTMBHOM NaMATU OOIMKEH COCTaBNATb He MeHee 8 b, npegnoytutensHo 16 I'G;
KONU4YeCcTBO a4ep npoueccopa OOMKHO bbiTb HE MeHee 4 ¢ yactoTton 2 [Ty,

00bemM NnamaT! HaKONUTENS JOIMKEH COCTaBNATb He MeHee 32 IMb;

e 00beM NamsTK HakonuTensa Ans XpaHeHWs! XXypHanoB ayauTa AOMKEH COCTaBMsATb HE MeHee
128 I'b;

. KONM4ecTBO ceTeBbiX WHTepdencoe Tuna RJ45 wunu SPF+, nopgaepxmBarowmx CKOPOCTb
nepegayn gaHHblx He meHee 1 '6/c, AomkHO coctaBnaTb He MeHee Tpex (LAN, WAN, DMZ). Mpu atom
TMNbl uHTepdencos 3oH DMZ u LAN pomxkHbl coBnagatb € TunoM uHTepderica 3oHbl WAN un
obecneynBaTb He MEHbBLLYH CKOPOCTb Nepeaayn gaHHbIX;

e  JomkHO obecneunBaTbCcs Hanmuune pexmma coemectumoctn (MBR) B BIOS.

2.2 [Ons pa6boTtbl ¢ rpadu4eckum uHTepdencomMm nonb3oBaTtens Ha paboyee MecTo OOMKeH ObITb
YCTaHOBIIEH OAMH M3 crieayoLwmx Opay3epos:

Google Chrome 113 n BblwWwe;

Mozilla Firefox 113 u BbliLLe;

Yandex Browser 14 u BblLLE;

Microsoft Edge 104 u Bbiwe.

2.3 W3penue moxeT Mcnonb3oBaTbCs B BUMPTyanbHOW cpefe. B kayecTBe cpeacTts BupTyanmsaumu
noggepXxunBaroTcs:

VMware ESXi;

VMware Workstation;

Hyper-V,

VirtualBox.

2.4 B uspgenun peanu3oBaH MexaHu3Mm paboTtbl 3arpy3dnka WAF Dallas Lock B pexumax BIOS u
UEFI B eanHom anctpmbyTtuBe.

2.5 Wspenue cooteeTcTBYeT TpebOBaHUAM METOANYECKUX OOKYMEHTOB (TpeboBaHus 6e3onacHoCTU
nHdpopmaumm CTIK Poccunm):

e «TpeboBaHus K cucTtemMam OOHapyXeHUs BTOPXKEHUN» (OOKYMEHT YTBEpXAeH MNpuKa3oM
OCTIK Poccum Ne 638 ot 6 gekabps 2011 r.) — no 4 knaccy 3awmThl;

e «[lMpocunb 3awuTbl cucteM OOHApPYKEHUS BTOPXKEHUA YPOBHS CETM 4YeTBEPTOro knacca
3awuTtbl» UT.COB.C4.IN3;

e  «TpeboBaHWs K MEXCETEBbLIM 3KpaHam» (OOKYMeHT yTepxaeH npukazom PCTIK Poccum Ne 9
oT 9 dpeBpans 2016 r.) — no 4 knaccy 3almThl;

e «[Mpodpunb 3awmTbl MexceTeBbIX 9KpaHOB Tuna «b» 4eTBepTOro knacca 3aluTbi»
NT.M3.B4.T13;

e «[Mpodpunb 3awmTbl MEXCeTeBbIX 3KpaHOB Tuna «I» 4eTBepToro knacca 3aluTbi»
NT.M3.IM4.IM3;

e «TpeboBaHns no ©Oe3onacHOCTU WHGOpMaUWUK, YCTaHaBNMBAlOLWME YPOBHU [OBEpUs K
cpeaoctBaM  TEXHMYECKOM  3awmTbl  MHopmaumm un  cpegctBaMm  obecneyeHus 6e30nacHOCTU
WHPOPMAaLIMOHHBIX TexHonorumy (yreepxaeH npukasom ®CTIK Poccum Ne 76 oT 2 unioHa 2020 r.) — no
4 ypoBHIO JoBepus.

2.6 Tlpw ycnosum cobnogeHns orpaHUYeHun, yka3aHHbIX B pasgene 3 hopmynsipa Ha gaHHoe mnsae-
nve (MP®HA.26.20.40.143.001 ®O), nsgenune MoxeT OblTb UCNOMNbL30BaHO B:

e  3allMLLIEHHbIX aBTOMaTU3MPOBaHHbLIX CUCTEMaX A0 Knacca 3awmeHHocTn 117 BKNoYnUTENBHO
(PykoBogsawmin  OOKyMEHT «ABTOMATU3MPOBAHHbIE CUCTEMbl. 3awmta OT HECaHKLMOHMPOBAHHOIO
pocTtyna K uHdopmaummn Knaccudumkaums aBTOMaTM3MpoBaHHbIX CMCTEM M TpeboBaHWA Mo 3awmTe
nHpopmaumm» (Foctexkommceus Poccum, 1992));

e  3alMLIEHHBbIX FOCYAapCTBEHHbIX MH(OPMALMOHHBIX cucTtemax Ao 1 krnacca 3aluMLLEHHOCTU
BkrtoumTensHo (Mpukas PCTIK Poccun ot 11 dheBpans 2013 r. Ne 17 «O6 yrBepxkgeHumn TpebosaHui o
3awmTe nHdopMaLun, He COCTaBmALLEN rOCYAapCTBEHHYIO TarHy, coepXallencs B rocyaapCTBEHHbIX
MH(OPMALIMOHHBIX CUCTEMAX);

e  3alMLEHHbIX WHMOPMALUMOHHBLIX CUCTEMAax MepCcoHanbHbIX AaHHblX A0 1 ypoBHSA
3aLLUMLLEHHOCTM NepCcoHanbHbIX AaHHbIX BKtountensHo (Mpukas PCTIK Poccum ot 18 dpeBpansa 2013 r.
Ne 21 «O6 yrBepxgeHunm CocTaBa M COAEpPXaHUS OPraHM3auUMOHHBIX U TEXHUYECKUX Mep Mo
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obecneyeHuto 6e30NacHOCTU NepCcoHanbHbIX AaHHbLIX NpU UX 06paboTke B MHAPOPMALIMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbBIX»);

e  3alMLIEHHbIX aBTOMATU3MPOBAHHBLIX CUCTEMAX YMpaBneHus NPOU3BOACTBEHHbIMU U
TEXHOMOrMYECKUMM NPOLIECCaMM Ha KPUTUYECKM BaXKHBIX OOBbEKTax, NOTEHUManbHO OMacHbIX 0ObeKTax,
a Takke obbekTax, NPeAcTaBnsLWMNX MOBbLILEHHYI0 ONAaCHOCTb ANSA XWU3HU 1M 340pOBbSA MNojen n Ans
oKpyXaroLen npupogHon cpeabl, Ao 1 knacca 3awmuweHHocTn BrtountensHo (Mpukas PCTIK Poccum
ot 14 mapta 2014 r. Ne 31 «O6 yrBepxaeHun TpeboBaHui K obecrneyeHnto 3allmTbl MHopMauum B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX YNpPaBIieHWs1 NPOM3BOACTBEHHBIMU M TEXHOMOMMYECKUMI NpoLeccamm
Ha KPUTUYECKU BaXHbIX OObekTax, MOTeHUManbHO onacHblx OObekTax, a Takke obbekTax,
NPeACTaBNAWMX MOBBILEHHYD OMACHOCTb AN XW3HW W 300POBbSA FIOAEN W ONS OKpYXatoLlen
NPUPOAHON cpeabl»);

e  3alUMLLEHHBIX 3HAYMMbIX ODOBEKTax KpUTUYECKOM WMHAOPMaLUOHHOW MHpacTpykTypbl Ao 1
kateropun 3HadmmocTn BknoumTensHo (Mpukas GCTIK Poccum ot 25 gekabpsa 2017 r. Ne 239 «O6
yTBepxaeHnn TpeboBaHun no obecneyeHuto ©e30MacHOCTM 3HaYMMbIX OOBEKTOB KPUTMYECKOW
WMHopMaLMOHHON nHGpPacTpyKTypbl Poccuiickon ®enepaumm»).
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3 OINUCAHUE 3A0AYU

3.1 Wapenue pa3paboTaHO B COOTBETCTBMU C TpeboBaHMAMU, ONUCAHHBIMU B AOKYMEHTE « TexHuye-
ckne ycrnosusay» NMOHA.26.20.40.143.001 TY.

3.2 Wspenwue BknovaeT B cebs cneayowme yHKUMOHaNbHbIE MOAYNN:

e  WAF, npeacraBnsoLLmMn cobon MexceTeBom 3KpaH ypoBHS Beb-cepBepa;
e UTM, npegctaBnsowmn cobol MeXCEeTeBOW 3KpaH YPOBHS MOrMYECKUX FPaHuL, CeTUu U
cuctemy obHapyxeHus BTopxeHu ypoBHa cetun (COB).

3.3  OyHkumoHanbHbI mogynb WAF (UT.M3.IM'4.113).

3.3.1 B wusgenuu peanusoBaHa MNOAAEPXKKA PpasfUYHbIX BEPCUA MpOTOKONa nepenayn
rmnepTekcTa, pasnuyHbiX KOOUPOBOK TeKcTa u cookies.

3.3.2 B u3genuu peanusoBaHa yHKLMOHANbHAas BO3MOXHOCTb ONMOBELLEHNST YNOSTHOMOYEHHbIX
nmy o cobbiTuax 6Ge3onacHOCTU, CBSA3aHHbIX C OBHapyXeHueM HepaspelleHHbIX WHPOPMAaLNOHHBbIX
NMOTOKOB MO MPOTOKOY Nepedadn runepTekcta, a Takke MNpu OOHaPY>KEHUN KPUTUYHBLIX COOLITUMI
©e3onacHOCTK, MO OJMEKTPOHHOW nouvTe W npeaynpexaeHvem 4epes rpaduyeckuii uHTepdgenc
ynpasrieHust.

3.3.3 B wu3genuu peanusoBaHa MOAAEpXKa pasnuMyHbIX BEpCcUMrA NpPOTOKOna nepegayun
rMnepTekcTa, pasfnuyHbIX KOAMPOBOK TEKCTa WM cookKies, NOoABeprwmxcs parMeHTUpoBaHUIO W/wnu
cXKaTuo NyTeM peanusauny aHanuaa cxaTtbiX gaHHbIx no anroputmy Deflate.

3.3.4 B wuspgenun peanusoBaHo obecneyeHve KOHMUAEHUMANBLHOCTU [AaHHbIX MOMb3oBaTens
npu nx nepegade No BHELUHEMY KaHany Mexay u3aenuemM u Apyrum AoBepeHHbIM npogyktom UT.

3.3.5 B uzgenuu peanusoBaHa (yHKUMOHamNbHas BO3MOXHOCTb GFOKMPOBKM HepaspeLLleHHOro
MH(POPMALIMOHHOTO MOTOKa MO MPOTOKOMY Mepefjavn runepTekcta MyTemM MPUMEHEHUs MpaBun
MEXCETEeBOro aKpaHa.

3.3.6 B usgenun peanu3oBaHa BMpTyanusaumsi BHELLUHEro NpeacTaBrneHust NpuroxeHun Bebd-
cepBepa Ha ypOBHE TPaHCNSALUMM CETEBbIX MOPTOB, TPAHCNAUMM YHUDULMPOBAHHBIX MOEHTM(MKATOPOB
pecypcoB 1 BMpTyanusaumm YpoBHsS CETEBOro agpeca (nopTa), a Takke TpaHcnaumm yposHs URL.

3.3.7 B usgenun peanu3oBaH 4OBEPEHHBIV MapLLPYT K NOSb30BaTENO 3alUMLLAEMbIX PECYPCOB,
KOTOPbI MOFMYECKM OTMAMYMM OT APYrUX MapLIpyToB CBsi3u M obecneyvBaeT uaeHTUdUKauuo ero
KOHEYHbIX CTOPOH, a Takke 3aluTy nepefaBaeMblX AaHHbIX OT MOAUMMKALMW UMW PacKpbITUS,, UMK
APYruX TUNOB HapyLUeHWs! LIeNOCTHOCTU U KOH(MAEHLMANbLHOCTY NyTEM NMPUMeHeHus1 npoTokorna SSL.

3.3.8 B wusgenuu peanu3oBaHO BeAEHUE >XypHanoB W3MEHeHWW B cucteme, WHUMOEHTOB,
aBsTopusaumm WAF.

3.3.9 ®BO cnocobGHbl K OCYLLIECTBIIEHWNIO BbiOOpa COBOKYMHOCTM COObLITUIA, MOABEPratoLLIMXCS
ayauTy, M3 COBOKYMHOCTM COObLITWUI, B OTHOLLUEHUM KOTOPbIX BO3MOXHO OCYLLECTBREHWe ayauTa,
Gasupyscb Ha creaytolmx aTpubyTax: naeHTudmkaTop obbekTa, TUMN CobbITUS, YPOBEHL JIOTMPOBaHKSI.

3.3.10 ®bO wu3genua obecneuvBaloT pacnpocTpaHeHue unbTpauum Ha BCe onepauun
nepemelleHns yepes M3 nHdopmaumum k Beb-cepeepy 1 oT Beb-cepaepa.

3.3.11 ®BO wu3genua OCyWeCTBNAT UNbTPaLuio, OCHOBAHHYI Ha Tunax atpubyTos
6e3onacHocTn Ans cybbekToB U TUNOB MHpOpMaLK, HaXoOALMXCA No4 ynpaBrneHnem NonmnTUKN.

3.3.12 ®bO wusgenua S€BHO paspewarT WMHAPOPMALUOHHBIA MOTOK, OCHOBbLIBAsCb Ha
ycTaHaBnuBaeMom agMuHuctpatopom OO Habope npasun unbTpaumn.

3.3.13 ®BO wusgenusa SBHO 3anpeliarT WMHAPOPMALUOHHBLIA MOTOK, OCHOBbLIBAsCb Ha
ycTaHaBnueaemom agMuHuctpatopom OO Habope npaBun unbTpauuMn unu B criydyae obHapyKeHus
3anpoca nonb3oBaTenst K canty u (MnmM) MHOMY BeOB-NMPUMOXKEHMIO Ha BBOA AaHHbIX, COAepXaliux
MOGUMNBHBLIN Kof,.

3.3.14 ®BO wn3genusa paspeLlaroT MHPOPMAaLMOHHBIN MOTOK MeXay ynpaBnseMbiM CyObeKkTom u
ynpaBnsieMon nHgopmaumelnt nocpeacTBOM yrnpaBisieMon onepauun, ecnv BbIMOMNHAKTCA creayoLlmve
npasuna: 3HadeHus aTpubyToB WHAMKAUMM HanuMuuMs MNPU3HaKoB HapyweHus 6es3onacHocTn B
nHOpMaLMKn ceTeBOro Tpaduka ykasblBaloT Ha OTCYTCTBME HaPYLUEHWIA.

3.3.15 ®bO wn3genus OCYLECTBNAT AOMOSHUTENbHbIE NpaBuna MOMUTUMKA  yNpaBleHust
VMHOPMAaLIMOHHBIMKN NOTOKAMM.

3.3.16 ®BO un3genua nNogaepXUBaKT KOHTPOMb U aHanm3 coobLieHun, oTrnpaBnsembix BeO-
Opay3epom Beb-cepBepy M copepXaliux TEKCTOBbIA KOHTEHT M HETEKCTOBbIA KOHTEHT: M300paxeHus,
BMaeovHdopMaLmio.
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3.3.17 ®bO wus3genua [OnA  OCYLECTBMEHUS uUbTpauuM nNpegocTaBnsaloT  BO3MOXHOCTb
MoandLMpoBaTh, yaanaTb, co3gaBaTe aTpubyTel 6e30nacHOCTM TONbKO agMUHUCTpaTopam M3.

3.3.18 ®BO wu3genua Ons  ocywecTtBneHus unbTpauMm MNpefoCcTaBnsAlT  BO3MOXHOCTb
MoauduumnpoBatb, yaansaTe atpubyTbl Ge3onacHoCTM Anst MHopmauuyM Mo NPOTOKOMy nepegayun
rmnepTekcTa agMmuHucTpatopam M3.

3.3.19 ®BO usgenus NpeaoCTaBnAOT KaHan CBsA3W Mexay coboil u Beb-cepBepoMm, KOTOpbIN
NOrMYEckn OTNNYMM OT APYrMX KaHanoB CBS3W U oGecneyvMBaeT YBEPEHHY WOEeHTUdUKALUUIO ero
KOHEYHbIX CTOPOH, a Takke 3allWTy AaHHbIX KaHana oT MoAMUKaLMM U PackpbITUS.

3.3.20 ®BO wu3genusa obecneynBalOT BO3MOXHOCTb OTKIIOYEHUS MPUMEHEHHON BrOKMPOBKM
NH(OPMaLIMOHHbIX MOTOKOB.

3.3.21 ®BO wu3genua ocywecTBnNalT OrnokupoBaHue BCEX WH(OPMALMOHHBIX MOTOKOB,
npoxogswmx Yyepe3 M3, ocHOBaHHOe Ha aTpubyTax, ykasbiBalLMX Ha HapylweHne OYHKLMOHMPOBaHMS
M.

3.3.22 ®BO uzgenua ocyLLECTBNAIOT MPOBEPKY KaXdoro naketa no Tabnuue COCTOAHMI OnS
onpeaeneHns Toro, He NPOTMBOPEYUT N COCTOsIHME (CTaTyC, TUM) NakeTa OXNAaeMOMY COCTOSIHUIO.

3.3.23 B wusgenuu peanuaoBaHa BO3MOXHOCTb pacCLUMPEHHON HacTPOWKM Ans MPOTOKOOB
WebSockets, HTTP/2.0, TLS.

3.3.24 B wusgenun peanu3oBaHa 3awmTta oT atak Tuna DoS/DDoS 7 ypoBHsI ceTeBoW Moaenu
osl.

3.3.25 B u3genuu peanusoBaHO HanmuMune CUrHaTyp UMM Hanmuune He CUrHaTypHbIX MEeXaHW3MOB
3almMTbl OT NepeyncneHHblx yrpos n3 cnncka OWASP TOP 10.

3.3.26 B usgenun peannsoBaHbl BO3MOXHOCTU CO3[aHUSI 1 aBTOMAaTU3MPOBAHHOMO HaNoMHeEHUs
(obyyeHus) rpacha cBa3er nNpu Co3gaHWM 3alLMLLAEMOro pecypca, yganeHus rpadpa cesAsen npu
yOaneHum 3alumilaemoro pecypea.

3.3.27 B wu3genuu peanunsoBaHbl BO3MOXHOCTU pefaKkTMpOBaHMS napameTpoB rpada cBsA3en
3alLMLLIaeMOro pecypca, ero O4UCTKN U OOMNONHUTENBHOIO 00y4eHuUs.

3.3.28 B wusgenun peanu3oBaHbl BO3MOXHOCTW BM3yanu3auumu rpadpa cBssen, ynpasneHus
macwTabupoBaHvem n geTtanusaumen rpada, novcka anemeHToB rpada, ynpasneHus napameTpamu
ANs oTAenbHbIX Y3noB un pebep rpada.

3.3.29 B wusgenuu peanusoBaHa BO3MOXHOCTb OOHapyXeHUs aHOMarbHOro MoBeAeHMs
nonb3oBarternen 1 6rIOKMPOBKM NEPEX0A0B Ha LieneBomn agpec Beb-cepBepa Ha OCHOBaHWN:

e OTCyTCTBUS B rpade pebpa CBA3M Mexay HayanbHbIM W LeneBbiM agpecoMm Beb-
cepBepa;

e napameTtpa 3anpeTuTb Ans pebpa CBA3M Mexady HavanbHbIM U LierneBbiM agpecom Beb-
cepBepa;

e BeCOBOro koacpduumeHTa pebpa cBs3n (B crnydae ecnm KoapdpuumeHT pebpa cBs3un
MeHbLLE MUHUMAanbHOro 3Ha4YeHNsi BECOBOro koaddumumeHTa rpada ceasen).

3.3.30 B usgenuun peanusoBaHa BO3MOXHOCTb NPOCMOTpa rpadya cBsA3emn nonb3osaTensmMu.

3.3.31 B u3genuu peanu3oBaHa BO3MOXHOCTb aHanm3a Bxogswlero Tpaduka u obHapyxeHus
BTOPXKEHUW NPU NOMOLLN HEMPOHHbLIX CeTen, ANs cnegyowmx TUNOB aTak:
e BHegpeHue SQL-koga (SQL-injection);
e MexcanToBbl ckpunTuHr (Cross-site scripting, XSS);
e BKIOYEHUe nokanbHoro dawvna (Local File Inclusion, LFI);
e VHBbEKUMSA KoMaHA onepaumnoHHor cuctembl (OS command injection).
3.3.32 B wuspgenuum peanumsoBaHa BO3MOXHOCTb NPOCMOTpa uUcxogHoro |IP-agpeca MCTOYHMKA
aTaky Npu NOAKITKYEHMM K BeO-cepBepy.

3.4 ®yHkumoHanbHbIi Mogyns UTM (UT.M3.B4.MM3, UT.COB.C4.M3.)

3.4.1 B wusgenuu peanusoBaHo ynpasreHne cobbiTusMyu 6e30nacHOCTU, B TOM YUCHE:

onoseLleHne o cobbiTusax 6esonacHoctn (HCL);
ayauT v permctpaums cobbiTuii 6e3onacHoCcTH;
reHepaums cobbitun 6esonacHoctn (HCL);

e BO3MOXHOCTb aBTOMaTM4eckoro obbeauMHeHust cobblTvii ayguta B cobbltne HC[
(cobbiTns ©6esonacHocTu), npegycTaHoBMeHHble wabnoHsl HCL, BO3MOXHOCTb HACTPOWKU
cobbiTuin HCQ;
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e peanu3aums BO3MOXHOCTM OMOBELUEHWS aAMuUHUCTpaTopa npu  OBHapyxeHun
KpUTMYecknx cobbiTum GesonacHoctu (cbou, cobbita HCL) 4epe3 SNEeKTPOHHYH MNOYTy W
npegynpexaeHmem Yepes rpacumyecknii MHTepdenc ynpasneHms.

3.4.2 B wv3genuum peanu3oBaH KOHTPOMb [AOCTyna Ha npocMmoTp >xypHanos WB B Buge
BO3MOXHOCTU agMuHucTpatopy M3 wnnu gpyromy ynonHOMOYEHHOMY MONb30BaTENO NpefocTaBreHns
NonHoM MHdopmaunm ayamTta Yepes rpadouyeckmin nHTepgeinc.

343 B wusgenun  peanusoBaHa  (yHKUMOHaNbHAs  BO3MOXHOCTb  MpPefoCTaBIEHUs]
aaMmuHuctpatopam COB moamdukaumm pexxuma BbIMONTHEHUSA U U3MEHEHWNSA AaHHbIX PYHKLMOHAMNbHbIX
BoamoxHocTten COB.

3.4.4 B wusgenuu peanusoBaHbl otaensHble ponu ansg @50 COB.

345 B wu3genuu peanusoBaHa  (pyHKUMOHANbHas  BO3MOXHOCTb  TECTUPOBAHUS U
camoTecTtnpoBaHust COB.

3.4.6 B n3genun peanusoBaH cbop, pernctpaumns un aHanma gaHHbix COB B yactu peanusauum
obecneyeHnsa cbopa gaHHbIX O ceTeBOM Tpaduke, a Takke MHOopMaLMK, CBA3AHHOW C TpadukoMm —
AaTbl U BpeMeHM cobbITuA, TUna cobbiTus, naeHTndukaTopa cyobekra.

3.47 B wn3genuum peanv3oBaH 3BPUCTUYECKMA aHann3 WMHPOPMALMVOHHOrO MOTOKa MyTem
NPYMEHEHNs OENCTBUIA KaK peakumun Ha rpynny (nocrneaoBaTenibHOCTb) COObITUIA.

3.4.8 B wusgenun peanusoBaHa QYyHKUMOHaNbHas BO3MOXHOCTb peakumn COB npwu
obBHapyXeHNn BTOPXKEHWS (NponyckaHue MHOPMaLMOHHOIO NOTOKa, XypHanupoBaHue, 6nokvposaHue
WHOPMAaLIMOHHOTO MNOTOKA).

3.4.9 B usgenuu peanu3oBaHbl MeXaHW3Mbl OOHapyXeHUS BTOPXKEHWA Ha OCHOBE aHanu3a
cnyxebHon nHdopmauumn (NPOBEPKMN Ha HapYyLLEHWE LeNTOCTHOCTU NakeToB) MPOTOKOMa CETEBOrO YPOBHS
(MMHUMManbHO), a Takke APYrMX ypoBHEN 6a30BON 3TanOHHOW MOAENW B3aMMOCBSI3N OTKPbIThIX CUCTEM.

3.4.10 B usgenuu peanu3oBaH MexaHu3Mm yaaneHHoro agmuHuctpuposaHus COB (ynpaeneHue
yepes Beb-nHTEpderc no npotokony HTTPS).

3.4.11 B wusgenuu peanus3oBaHO aBTOMaTM3npoBaHHOe obHoBNeHve 6asbl peluaromx npasun
nyTem MOSyYeHMs HOBbLIX CUTHaTyp C CepBepa, PacrofIOKEHHOro B CeTW VIHTepHeT, BPYYHY uUnn C
3agaBaemMou NepUoANYHOCTBLIO, TONBKO A4S aAMUHUCTPATOPOB.

3.4.12 B usgenuun peanvsoBaH rpacduyeckuii nHtepdeinc agmmHmuctpmuposarmns COB.

3.4.13 B wu3genum peanu3oBaHa uHcnekuus SSL/TLS Ha rpaHuue cetn, aHanus
9KCMOPTMPYEMOrO 13 CETU N UMNOPTMPYEMOro B CeTb Tpaduka.

3.4.14 ®BO mn3genusa perucTpupyroT B KaXKOoW 3anvcy ayauTa, No MeHbLUen Mepe, CriegytoLLyio
MHdopMaLnto:
e YyTeHue UHopMaLmm U3 3anucen ayguTa;
e HeycrelHble NOMbITKA YATaTb MHOPMAaLVIO U3 3anucen ayauTta;
e BCe MOAuvKaumMn pexuma BbINOSIHEHUSA DYHKUWIA, CBSI3aHHbIX CO COOPOM AaHHBLIX O
cucteme T, nx aHann3om 1 OTBETHLIMU peakLMsaMu;
e BCe Moaudukaumm gaHHbeix COB, aaHHbIX ayauTa 1 Bcex npounx gaHHblx OO;
e MoAMdMKaLUS rpynmbl Nonb3oBaTenen — UCMNonHUTeNen ponu;
® V3MEHEeHUHA BHYTPEHHero NpeacTaBreHns BpeMeHu;
e BbINOMHEHUE U pe3ynbTaTbl CAMOTECTMPOBaHMSA KOMMOHeHToB COB.
3.4.15 ®BO wu3genua cnocobHbl —accoumMupoBaTb  Kaxgoe cobbiTue,  MOTeHuManbHO
noaesepraemoe ayouTy, C MOEHTMAMKATOPOM MOMb30oBaTens, KOTOpbIi Obll MHALMATOPOM 3TOro
coobITUS.

3.4.16 ®BO wusgenus NpedocTaBnsloT BO3MOXHOCTb W3MEHEHWsl 3HaYeHW Mo yMON4aHwuio,
MoaudVKaLuuM, yoaneHusl, OYUCTKM HacTpoek U kypHanoB WT  TOMbKO  YNONMHOMOYEHHbIM
agMuHUcTpaTopamM 6e30nacHOCTHU.

3.4.17 ®bO wu3genua nNpeanpuHUMaloT — criegylolme  AOEWCTBUS  MpU JOCTWXKEHUN UMK
npesbileHun AaHHbIMM PBO yCTaHOBMEHHbIX BbIlLE OrpaHWYeHui: BrokMpoBKa CYLLHOCTU cyObekTa,
WHULMMPOBAaBLLErO NMpeBbILEHNE OrpaHUYeHUn.

3.4.18 ®BO nsgenusa MerT MexaHu3Mbl NoKanbHOro agMuHucTpmuposaHua COB.

3.4.19 ®BbO wu3genust OCyLIECTBMSAT (UNbTPaUMO, OCHOBAHHYK Ha Criegyrolmx Tunax
aTpnbyToB 6e30nacHOCTU CYOBLEKTOB: OTNpaBuUTEnb, NomnyvaTtens — ceteBon agpec; OO — nHTepdelic
00.
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3.4.20 ®BO usgenusa paspelualoT MHHOOPMALMOHHbLIA NOTOK MEXAY ynpaBnseMblM CyObLeKTOM 1
ynpaBnsemMon nHgopmaLmen nocpeacTsoM ynpaBnsemMon onepauuu.

3.4.21 ®BO wu3genua ocywecTBnalT OrnokupoBaHue BCEX WH(OPMALMOHHBIX MOTOKOB,
npoxogswmx Yyepes M3, ocHOBaHHOE Ha aTpubyTax, ykasbiBalLMX Ha HapylweHne OYHKLMOHMPOBaHMS
M3.

3.4.22 ®BO u3genust OCyLEeCTBSOT MOCPeaHVMYECTBO B Nepegade, unbTpauuio, nepegady
MHPOPMALIMOHHBIX MOTOKOB C MepeHasHauYeHWeM CeTeBbIX afpecoB OTNpaBuTENs WU mnonydyaTtens npu
3KcrnopTe UHcopMaLmn ceTeBoro Tpaduka 3a npegesns M3.

3.4.23 ®BO wu3genua npegocTaBnsiOT BO3MOXHOCTb M3MEHEHWS 3HadYeHUr MO YMOMYaHuIo,
3anpoca, MoguduKauun, yaaneHusl, O4YUCTKW, cnucka pAdaHHbix ®PBO TOMbKO YNOMHOMOYEHHbLIM
NOEHTUPULMPOBAHHBIM PONSAM.

3.4.24 ®BO wu3genus nNpegoCTaBnsilOT BO3MOXHOCTb  OMpPedensaTe PEXMM  BbIMOMHEHMS,
OTKNoYaTb, MOAKMIOYATb, MOAUMUUMPOBATL  PEeXUM  BbINOMHeHUs  yHkuun OO  TOMbKO
YMNOSTHOMOYEHHBIM MAEHTUULMPOBAHHBLIM POMSM.

3.4.25 B wnspgenuu peanusoBaHa (PyHKUMOHanNbHas BO3MOXHOCTb WMHTErpauum cO CTOPOHHUMM
cepBrcamMu 4N aBToMaTU4ecKon GIIOKMPOBKM 3aMpoCoB K 3aLLMLLaeMOMy pecypcy.

3.4.26 ®BO wusgenua obecneumBaloT KoHdUAeHUManbHOCTb AaHHbix PBO, B 4yacTHOCTU
ceTeBoro agpeca M3, npu nepegade gaHHbIX nonb3oBartens n3 MO nyteM He BkMoveHus gaHHbIx PBO
B COCTaB nepegaBaeMon nHdopmMauun.

3.4.27 B usgenuu peanusoBaHa 3awwmTta oT DoS/DDoS atak Tvna SYN-flood.

3.4.28 B wu3sgenum peanusoBaHa 3awmta oT DoS/DDoS atak Ha OCHOBE MONyoTKPbITbIX
coeguHeHun (Half-Open Connection Attack).

3.4.29 B wusgenumn peanusoBaH MexaHM3M ycuneHHouW 3awmtbl OT DoS/DDoS artak
aKTUBUPYIOLLIMIA OrpaHuveHne Tpadmka no npoTtokonam TCP wn/vnn UDP npu npeBbileHUn
YCTaHOBIIEHHOIO MOMb30BaTeNeM OTHOLWEHUS obbema Tpaduka K MPOMYyCKHOW CrocoBHOCTWM kaHana,
OrpaHUYeHNst JOIMKHbI CHUMATbCS aBTOMATUYECKM NPU YMEHbLLEHM obbema Tpaduka.

3.4.30 B usgenun peannsoBaHa BO3MOXHOCTb 3awmTbl T DoS/DDoS atak Ha 4 ypoBHe mMoaenu
OSI curHaTypHbIM METOAOM.

3.5 O6bwue nogcuctemMmbl Usgenust

3.5.1 B wusgenun peanu3oBaH ayauT U pernctpauusa cobbitun 6eszonacHoctn moayna COB, a
Takke ynpasneHue cobbiTnsiMm 6e30NacHOCTK, B TOM YUCTIE:
onoseLLeHne o cobbiTusix 6esonacHocTn (HCO);
ayouT n peructpaums cobblTuii 6esonacHoCTy;
reHepaumsa cobbitun 6esonacHocTn (HCO);

e BO3MOXHOCTb aBTOMaTtuyeckoro obbeaunHeHus cobbiTuin ayguta B cobbitve HC[O
(cobbITst GesonacHocTh);

e rpenycTaHoBneHHble WwabnoHsl HCO;

e BO3MOXHOCTb HacTponku cobbitun HCL.
3.5.2 B wusgenuun peanusoBaH KOHTPOMb AocTyna K xxypHanam COB.

3.5.3 B u3genuu peanusoBaHo ynpasreHue xypHanamm M3 B yacTu HacTpoOWKu BU3yanbHOro
OTOBpaXeHWs XXypHanoB peructpauum cobbiTui, a Takke nomcka, ounbTpaumm 1 COpTUPOBKW.

3.5.4 B wusgenuu peanusoBaH UMMOPT COBCTBEHHBIX apXMBHbIX XXypPHANoB ayauTa.

3.5.5 B usgenuu peanvsoBaHa BO3MOXHOCTb MOWUCKa, COPTUPOBKA U (UNbTpauUmMmn cobbiTuii B
XypHanax aygura.

3.5.6 B usgenun peanusosaHa unbTpaums cetesoro Tpadgpuka NAT.

3.5.7 B vsgenuun ngeHtudukauusa n ayteHTMgukauusa nonb3oBartenein NpoBoanTca 4O MOMeHTa
nosnyyYeHnst BO3MOXHOCTW peann3oBbiBaThb Kakne-nnbo gencremsa ¢ MO.

3.5.8 B usgenun peanusoBaHbl ponv 6e30nacHOCTU (YNONHOMOYEHHbIE MAEHTUNLIMPOBAHHbIE
pornu) u accoumnauum pornen 6e3onacHocTy.

3.5.9 B wusgenum peanunsoBaHbl 3Ha4YeHUA MO yMONYaHWMO Ansa atpubyTtoB 6esonacHocTu (kak
BO3MOXHOCTb NPUCBOEHMS aTpubyTam 6e3onacHOCTN 0OBLEKTOB 3HAYEHWUI MO YyMON4YaHuio, Tak U cbpoc
HaCTPOEK).

3.5.10 B usgenun peanusoBaHo BedeHWe W OToODpaKeHue Tabnulbl COCTOSIHUSA, a Takke
obecrneyeHne NpUCBOeHNs MHPOPMAaLIUM COCTOSIHUS COEAMHEHUSI TONMBKO AOMYCTUMBIX 3HAYEHWIA.
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3.5.11 B wusgenun peanusoBaHbl MNPOKCU-areHTbl ANA KaXOoro Tuna Tpadguka B 4acTu
peanusauunM BO3MOXHOCTU MOAJAEPXKKM CrucKa TUMOB CeTeBOro Tpadhuka [Ans OCyLecTBreHus
nocpegHuyecTsa B nepenade, npegycmaTpuBaloLLEro pasdeneHne Tpaduka no Tunam B BUAE CUrHaTyp
o nopTam 1 TMnam Tpadwka.

3.5.12 B nsgenuu peanu3oBaH aBapuiHbIn pexxum M3 B Buae BO3MOXHOCTW nepexoa usgenusi
B PEXUM aBapuUMHOW MOAAEPXKKM, KOTOpbIN MpedocTaBnseT BO3MOXHOCTb Bo3Bpata MO K wwTaTtHomy
pexumy yHKLMOHUPOBAHUS.

3.5.13 B wusgenuu peann3oBaHa BO3MOXHOCTb MOJIydEeHUA HaAEeXHblX METOK BpeMeHun OoT
BHELHNX OOBEPEHHbIX NCTOYHUKOB Mpu npoBeaeHun ayauta.

3.5.14 B wusgenuu peanun3oBaHa BO3MOXHOCTb  TECTMPOBaHWs  (CaMOTECTMPOBaHWS)
dyHKUMOHanNbHbIX TpeboBaHM 6e30nacHOCTM, a TakKe KOHTPOSib LLeNOCTHOCTM WUCMONHSAEMOro Koaa
nsgenus, B Buae nNpoBeaeHns npoueaypbl KOHTPOIS LeNOCTHOCTY.

3515 B nsgenum peannsoBaHo obecneyveHne paboTtocnocobHocTH OTAENbHbIX
(hYHKLMOHANbHBIX BO3MOXHOCTEW W COXpPaHEHMSI MOMHOM pPaboTOCNOCOGHOCTU MOcne HacTynseHus
cbosg, B BMAE nepesarpy3ku 1 npoBefeHns npoueaypbl KOHTPOMs LLeNOCTHOCTMU.

3.5.16 B nsgenuu peannsoBaHa BO3MOXHOCTb COr1aCoOBaHHO MHTEPNPEeTNpPOoBaTh ynpasnsoLme
KOMaHgpbl, atpnbyTbl ceTeBoro Tpaduka u uHble AaHHbIe, NofnyYyaemMble OT B3aMOAencTBywolwmx ¢ M3
CpeacTB 3almTbl MHOpMaUMK, a Takke NoaaepKka nNpaBui MHTeprnpeTaumMn AaHHbIX, Nony4YaemblX OT
B3aumogencTteyiowmx ¢ M3 cpeacts sawmtbl uHdOpMauuu, B 4YacTHoOCcTW, ¢ EgumHbim LieHTpom
Ynpasnexus (ELLY) Dallas Lock.

3.5.17 B wusgenum peanu3oBaHO KayectBo obcnyxmsavua (QoS) B Buge peanusauun
npuoputesauum n punbTpauum MHPOPMAaLMOHHBIX MOTOKOB HA OCHOBE YCTAaHOBIEHHbIX NMPUOPUTETOB U
3HAYeHWN 3adaHHON PYHKUUK.

3.5.18 B usgenun peannsoBaHo ynpaBreHne Yepes KoOMaHaHY CTPOKY.

3.5.19 B u3genuu peanu3oBaHbl WabNoHbl HAacTpoek 6e3onacHOCTM ANnd y3noB M MOnynspHOro
MO. PeanusoBaHa BO3MOXHOCTb ObICTPO HacTpouTb Habop curHaTyp Ans 3almuwiaeMblX Y3foB npu
ucnonb3oBaHMn npodunupoBaHus curHatyp. CurHatypbl MOryT UCMOMb30BaTb Kak BCTPOEHHOEe
npocunvposaHme No TMNam CUrHaTtyp, Tak U AOMNONHUTENbHOE KaTeropypoBaHue, KOTOpoe akTuBMpyeT
akTyanbHbI Habop curHaTyp 6MoKoM HacTpoek (akTuBauuen WabnoHoB) AN 3awuaembix y3ros.

3.5.20 B n3pgenuu peanusoBaHbl NOCTPOEHUSI OTYETOB MO pe3ynbTaTam cpabaTbiBaHUs curHaTyp
Ha KOHKPETHOM Y3re C UKOHOTPauKon, U BO3MOXHOCTb MPOCMOTPA 3TUX OTHETOB.

3.5.21 B wusgenuun peanusoBaHa BO3MOXHOCTb LIEHTpPanu3oBaHHOrO ynpasfeHusi B COCTaBe
AomMeHa 6esonacHocTu B kadecTBe knveHTa ELLY. LleHTpanu3oBaHHOe ynpaBneHne obecneyvnBaeTcs B
yacTu:
pervctpaumm B foMmeHe 6esonacHocT ELLY 1 cuHxpoHusaumu;
0TODOpaXKeHUs1 COCTOSIHUSE U MHADOPMaLMK O KNneHTe B koHconu ynpasneHus ELLY;
onepaTMBHOrO ynpasneHus;
nony4yeHus nHdpopmauumn o cobbiTuax 6e3onacHoCTy;
nepegayn xypHanos c knueHta B ELLY;
dopMUpOBaHUA 3alaHUI ANs KNMeHTa Yepes KoHcorb ynpasneHus ELY;

HaCTPOMKM MHLUMAEHTOB 6€30MacHOCTH.

3.5.22 B usgenuu peanu3oBaHa (yHKLMOHaNbHas BO3MOXHOCTb knactepusaumn WAF Dallas

Lock onsa obecneyeHus:
e OTKa30yCTONYMBOCTY;
e MUrpaLmm KoHUrypaumim mexay Heckonbkumu aksemnnspamu WAF Dallas Lock.

3.5.23 B wusgenun peanu3oBaHO yBeOoOMIieHME 00 OKOHYaHWWM cpoka AEeWCTBUS cepTudukaTta
3aLmLLIaeMoro pecypca.

3.5.24 B usgenun peanvsoBaHa BO3MOXHOCTb OMUCTKU XypHanoB ayauTa.

3.5.25 B u3genuu peanunsoBaH mexaHu3Mm nepefaym rpada ceasen mexay knacrepamu WAF
Dallas Lock.

3.5.26 B wusgenuu peanusoBaHa BO3MOXHOCTb MPOCMOTPa AOMOSHUTENLHON WHOPMaUMK o
cobbITHAX Npy NpocMoTpe 3anucen B xypHanax « WAF», «COB» n «MO»:
e BO3MOXHOCTb nepexoga u3 XypHana «WAF» k npocmoTpy xypHana «[lpokcu» ¢
npegBapuTenbHO BbIGPaHHbIM NCTOYHUKOM aTak;
e BO3MOXHOCTb nepexoga u3 xypHanoB «WAF», «COB» n «M3» kK npocmoTpy w
N3MeHeHWIo0 NapaMeTpoB cpaboTaBLUero NpaBuna;
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e nanga npasun «WAF», «COB» n «M3», koTopble MOEHTUMULMPYIOT aTaky Ha OCHOBE
aHanusa COAEPXXMMOro MakeToB AaHHbIX, MPEeACTaBIieHbl MpaBuIia KOHTEKCTHOrO ounbTpa, Ha
OCHOBaHMN KOTOPLIX MPOM3BOANTCH 3TOT aHanms.

3.5.27 B usgenuun peanusoBaHa nogaepxka texHonorun VLAN.

3.5.28 Wspenve npegocTaBnseT BO3MOXXHOCTb yAaneHHoro NoaknYeHns K
aBTOMaTMU3MPOBAHHbLIM paboynmM MecTam NOKanbHOW BbIYMCIUTENBHOW CeTU M3 rnobanbHOM ceTu
MHTepHeT. YaaneHHoe NOAKMoYEeHNe K 3alULLIEHHON W3OEeNMeM JOoKarlbHOW BbIYUCIIUTENBHON CeTu
ocyllecTBnsieTca Mo ceptudukaty M (Unu) MOrMHY WM Maposiio C  UCMONb30BAHWEM  LUTATHbIX
PYHKLMOHAIbHbLIX BO3MOXHOCTEN OMepauNoHHbIX CUCTEM:

Windows 10 (Bepcun 22H2 n Bbliwe);
Windows 11 (nobas Bepcus);
onepaumoHHbIX CUCTEMbI Ha 6ase Linux;
Android.
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4 BXOAOHbIE U BbIXOAHbLIE OAHHbLIE

BxoaHble gaHHbIe
BxoAHbIMW JaHHBIMU SABRSILOTCA:

Gannbl  koHdurypauun mogynen WAF DL, wucnonb3yemble Mpuv  YCTaHOBKE W

BOCCTaHOBJ1IEHUN N3 apXuBa,

NOMMH M Naposb, YHUKarbHbIE NS KaX40ro nonb3oBaTens;
WwabnoHbl NpaBun obpaboTkn Tpaduka;

naoeHTnUKaLMOHHbIE AaHHbIE NONb30BaTeNen 3aluLiaeMbiX PECYPCOB;
naeHTUMUKaLMOHHbIE AaHHbIE 3aLlMLLaeMblX PECYPCOB;

ceTeBon Tpaduk ypoBHA npunoxeHns (ans COB, WAF);

ceTeBOW Tpamk ceTeBoro 1 TpaHCNopTHOro yposHA (ana M3, COB);
yCTaHOBIEHHble coeanHennsa (ana M3, COB);

umdpoBble cepTudnkatbl 6€30nacHOCTH;

cnyxebHble JaHHble, NnepefaBaemMble MeXay y3namu Knactepa;
cobbITHSA, perncTpmpyemMsble B XKypHanax ayauTa.

BbixoaHble AaHHbIe
BbixoaHbIMW JaHHBIMKU ABNSAOTCA:

coobuweHns WAF DL o gerctBusix nonb3oBaTenen B CETN 1 Ha 3alUMLLaeMbIX pecypcax;
XypHanbl cobbiTun, cosgaBaemblie WAF DL B npouecce paboTb;
3HaYeHNs KOHTPOSbHbBIX CyMM OBOBEKTOB, Ha KOTOPbIX YCTAHOBMEH KOHTPOSb LENIOCTHOCTH, U

NCNOSHAEMbIX )annos;

aoctyna.

pe3epBHble Konuu nporpamMmmHbix kKomnoHeHToB WAF DL;

undpoBble cepTudukaTsl 6e3onacHocTy;

cnyxebHble aHHble, NnepegaBaeMble Mexay y3namu KnacTtepa;

channbl koHdurypauui mogynen WAF DL;

OTYeThI NO pesynbTataM aBTOMaTUYECKOrO TECTUPOBaHMS PyHKLMOHANA;

coobuweHns WAF DL B cnydae curHanusauum npu nonbiTKax HecaHKUMOHMPOBAHHOMO



