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AHHOTALUA

[aHHbIN OOKYMEHT BbiMonHeH B cooTBeTcTBMM ¢ FTOCT 19.502-78 u pacnpocTpaHsieTcs Ha usgenuve

CpeactBo poBepeHHou 3arpy3kum Dallas Lock [M®HA.501410.003 (nanee — wusgenue, CAO3
Dallas Lock).

B HacTosiLemM JOKyMeHTe codepkaTcs oOLmne cBefeHNst 0 HasHavYeHUW U3Oenusi, YCroBUsIX NPUMEHEHUS,
a Takke onvcaHbl OCHOBHbIE 3a4a4M NPOrpaMMHON YacTu U3aenus.
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1 HASHAYEHUE

1.1 HaunmeHoBaHue n o603HauYeHue nsgenus

HaunmeHoBaHue nsgenusi: CpencrtBo aoBepeHHoM 3arpy3ku Dallas Lock.
O6o3HaveHune nagenusa: NPHA.501410.003.

1.2 O6was nHcgopmauus

N3penue siBnseTca cpegcTBOM JOBEPEHHON 3arpy3ky YPOBHSA NnaTthl paclUMpeHns v npeacTtaBnseT cobon
NporpaMmMHO-TEXHUYECKOE CpeAacTBo, KoTopoe ocyulecTenset ©nokmpoBaHue NonbITOK
HeCaHKLMOHMPOBAHHOM 3arpysku HewTaTtHon onepauunoHHon cuctemsl (HLLOC), a Takke npegoctasnser
AOCTYN K MHPOPMALMOHHBIM pecypcaM B cryvae yCneLlHOn NpoBepKy NoanmMHHOCTKM 3arpykaemon LLOC.
CO3 Dallas Lock BLinonHseT cBon yHKUMM (BKMOYas agMUHUCTPUPOBAHUE MapaMeTpoB M3Aenus u
NPOCMOTP KypHarna) Ao Havyana 3arpysku LLOC.

C[I3 Dallas Lock npegHasHavyeHo A8 MCNONb30BaHUS Ha pasfnnyHbIX TEXHUYECKMX CPeacTBax (qanee —
TC) apxutekTypsbl Intel x64, Taknx kak nepcoHarnbHbIE Y NOPTATUBHBIX KOMMBIOTEPLI, CEPBEPDI.

B CO3 Dallas Lock poctynHbl rubkue HacTpOMKM MOMUTUK aBTopu3auuu nonb3oBaTenen, paboTta c
NOKanbHBbIMU U AOMEHHBLIMW YYETHBIMU 3aNUCSMKM NMOSb30BaTEeNEN, NIOKanbHOE 1 yaaneHHoe ynpasrieHne
nnaton CA3.

Napenne ceptndmumpoBaHo B Cucteme ceptudmkalmm CpeacTB 3awmnTbl MHopmauumn no TpedoBaHnsam
6esonacHocT WuHdopmauum SCTIK Poccum Ne POCC RU.0001.01BM00, a Takke B Cucrteme
cepTMdukaumMm cpeacTe  3awuTbl  MHdopMaumm no TpeboBaHusM 6GesonacHocTn MHbOopMauum
MwuHuctepctBa 060poHbl Poccuiickon ®epepauum Ha COOTBETCTBME TpeboBaHMAM  crnedyrolmx
OOKYMEHTOB:

e «TpeboBaHus Kk cpeacTBaM AOBEPEHHON 3arpy3ku» (yTBepxaeH npukaszom PCTIK Poccum Ne
119 ot 27 ceHTtabpsa 2013 r.);

o «[Mpodumnb 3awmTbl cpeAcTBa AOBEPEHHOW 3arpy3ky YPOBHSA MNaTtbl pacluMpeHust BTOPOro
knacca 3awutbi» UT.CO3.MP2.M3 (yrBepxaeH PCTIK Poccun 30 gekabpsa 2013 r.);

e  npukas MuHucTpa o6opoHbl Poccuiickon ®eaepaumm 1996 r. Ne 058 no cooTBeTCTBUIO pearnbHbIX
W OeKnapupyeMbiX B JOKYMeHTauMm pyHKUMOHANbHbLIX BO3MOXHOCTEN;

e «KpunTorpadwmyeckne, WHXeHepHo-kpunTorpadudeckne TpeboBaHusA, MpeabsBnseMble K
NPOrpaMmMHbIM JaTyMKaM Criy4anHbIX YNCEN, MCMOMb3yeMbIM B CPeACTBAX 3aLLNUTbl MHPOPMaLMM 0O HLEKTOB
BblYMCNUTENBbHOM TeXHNKN BC PPy;

e «TpeboBaHns no 6GesonacHoCTM wuHGOPMaUMK, yCTaHaBNMBalLWMe YPOBHW [OBEPUSA K
cpeactBaM  TEXHUMYECKOW — 3aliMTbl  MHopMauum ©  cpeactBam  obecneveHunss  GesonacHocTu
WHOPMaLMOHHBIX TexHonornny» (yreepxaeH npukazom ®CTIK Poccum Ne 76 ot 2 noHa 2020 r.) — no 2
YPOBHIO JOBEPUSI.

CO3 Dallas Lock MoxeT ncnonb3oBaTbCsa Npu CO34aHUN:

e  3allMLIEHHbIX aBTOMAaTM3UPOBAHHbLIX CUCTEM OO Kracca 3alMWeHHOCTU 2A BKIYUTENBHO
(«TpeboBaHMs MO TEXHUYECKOW 3awmute WHAOPMAaLMKU, COAEepXallel CBedeHus, CcocTaBrsoLlme
rocyaapCTBeHHYIo TanHy» (yTeepxaeHsl MNMpukazom @CTIK Poccum ot 20.10.2016 r. Ne 025));

e  3allMLIEHHbIX aBTOMaTM3MPOBaHHbLIX CUCTEM [0 Knacca 3sawuuweHHoctTn 1B BknuUTENbHO
(PykoBogsawmin AOKYMEHT « ABTOMaTU3UPOBaHHbIE CUCTEMBI. 3allnTa OT HECaHKLMOHMPOBAHHOIO JOCTYyna
K nHdopmMaumn. Knaccudmkaums asTomaTMsampoBaHHbIX cUcTeM 1 TpeboBaHus no 3awmte nHpopmaunmy»
(Foctexkomucemsa Pocecun, 1992));

e  3alMLIEHHbIX MHPOPMALMOHHBIX cUCTeEM 0 1 YPOBHSA 3aLLMLLEHHOCTN NEPCOHAaNbHbIX AaHHbIX
BkrtoumTensHo (Mpukasz PCTIK Poccum ot 18 deBpana 2013 r. Ne 21 «O6 yTtBepxaeHun CoctaBa u
CcofepXaHusi OpPraHM3aunoHHBbIX U TEXHUYECKMX Mep Mo obecneveHnto 6e30MacHOCTU NepcoHarnbHbIX
AaHHbIX Npu nx 06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX OAHHBLIXY);

e  3allMLIEHHBbIX TOCYAApPCTBEHHbLIX WHMOPMALMOHHbLIX cucTeM Ao 1 Knacca 3alluuieHHOCTU
BkrtoumTensHo (MNpukas PCTIK Poccum ot 11 dpeBpansa 2013 r. Ne 17 «O6 ytBepxgeHum TpeboBaHuin o
3awmTe MHopmMauun, He COCTaBMSIOLLEN rOCYAapCTBEHHYIO TalHy, CoaepKallencs B rocyaapCTBEHHbIX
VMHEOPMALMOHHBIX CUCTEMAX»);

e  3allMLIEHHbIX aBTOMAaTM3UPOBAHHbLIX  CUCTEM  YMNPaBieHWs  NPOM3BOACTBEHHLIMU U
TEXHOJOrMYECKMMM NPOLIECCaMy Ha KPUTUYECKN BaXHbIX 0ObeKTax, MOTEHUMANBHO ONacHbIX obbekTax, a
Takke obbekTax, NPeACTaBNSALWNX MOBLILWEHHYIO ONACHOCTb AMsl XXU3HWM W 300POBbs Noger u ans
OoKpYy>KatoLLen npupoaHon cpeabl, Ao 1 knacca 3almieHHocTn BknoumtenbHo (Mprkas ®CTIK Poccuu ot
14 mapta 2014 r. Ne 31 «O6 ytBepxaeHun TpeboBaHui K obecnevyeHuto 3awmTbl MHOPMaLMn B
aBTOMaTU3MPOBaHHbIX CUCTEeMaX yrnpaBneHns NPou3BOACTBEHHBIMU U TEXHOMOMMYECKUMU NpoLieccamMm Ha



KPUTUYECKN BaXKHbIX OO BbEKTax, MOTeHUMarnbHO OnacHbIX 00bekTax, a Takke obbekTax, NPeacTaBSOLWNX
MOBLILLIEHHYK OMACHOCTb AJ11 XKU3HW U 340POBbS NOAEN U A5l OKPY>KAIOLLLEN MPUPOOHON cpeapbl»);

e  3alUMLLEHHBIX 3HAYUMbIX OOBLEKTOB KPUTUYECKOM MHMOPMAaLMNOHHOM MHpacTpyKTypbl 0 1
kateropuun 3HaummocTtu BkrounTeneHo (Mpukas ®CTOK Poccum ot 25 gekabpsa 2017 r. Ne 239 «O6
yTBepxaeHun TpebosaHum no obecneyeHnto 6e30MacHOCTM  3HAYUMbIX OOBEKTOB  KPUTUYECKOM
WHopMaLIMOHHOM MHPACTPYKTYpbl Poccunckon denepaunmy»).

1.3 OCHOBHbIe BO3MOXHOCTU U (PYHKLIMU

CO3 Dallas Lock npegHasHayeHo ans 3awmtbl pabounx TC oT yrpo3 6e3onacHOCTU MHgopmMauuu,
KOTOpble CBSi3aHbl CO CreayloLwmmMm npoLeccamu:

e  3arpyska HLWOC u, Taknm obpasom, ob6xon npaemn pasrpaHundenunsa goctyna LLOC n (unun) C3U,
paboTatowmx B cpege WOC;

e  HecaHKUMoHMpoBaHHas 3arpy3ka WOC u nonyyeHne HECAHKUMOHWPOBAHHOIO JocTyna K
WMH(OPMAaLMOHHBIM pecypcam;

e  HapylleHue LEenocTHOCTM nporpammHon cpedbl TC 1 (Mnn) coctaBa KOMMOHEHTOB annapaTHOro
obecneyeHus TC;

e  HapyuweHue uenoctHoctn MO CA3 Dallas Lock, 06xoa Hapywmntenem komnoHeHToB CO3 Dallas
Lock;

e  HeCaHKUMOHMPOBaHHOE uameHeHune koHdurypaumm CA3 Dallas Lock;

e npeoporneHve nnu obxon MyHKUMN naeHTnudukaumu/ayteHtndukaumm CA3 Dallas Lock 3a cuet
HEeJOoCTaTOYHOro Ka4ecTBa ayTeHTUMMKALMOHHOM MHAOpMaLMm 1 (MnNn) HeJOBEPEHHOTO MapLUpyTa Mexay
CpeAcTBOM JOBEPEHHON 3arpy3ku U NONb3oBaTENsaMu;

e ony4vyeHue octatodHon mHGopmauunm CO3 Dallas Lock 13 namatn TC nocne 3aBeplueHust
pabotel CO3 Dallas Lock;

e nonydyeHne pgoctyna k pecypcam CHA3 Dallas Lock u3 nporpammHon cpegbsl TC nocne
3aBeplueHuns padotsl CA3 Dallas Lock;

e  cbou n owmnbkn B npouecce dyHkunoHnposaHua CA3 Dallas Lock.

Tarke CO3 Dallas Lock obecneumBaeT peanusaunio cnegyowmnx yHkunn 6esonacHocTu:

e  pasrpaHuveHue goctyna k ynpaeneHuto CO3 Dallas Lock;
e ynpaeneHue paboton CA3 Dallas Lock;
ynpaeneHune napametpamm CA3 Dallas Lock;
ayaut 6esonacHoctn CA3 Dallas Lock;
naeHTudmrkauma n ayteHTudukaLmsa nonb3oBartenen;
TectuposaHve CA3 Dallas Lock, koHTponk uenoctHoctu MO 1 napametpos CA3 Dallas Lock;
KOHTpOnb koMnoHeHToB TC;
6nokuposaHue 3arpy3km OC cpeacrBaMmy AOBEPEHHOW 3arpy3ku;
curHanusaunsa CAO3;
e obecneueHune 6esonacHocTn CA3 Dallas Lock npu Bo3HMKHOBEHMM c60EB 1 OLLIMGBOK B NpoLiecce
paboThbl;
e obecneveHne 6eszonacHocTM nocrie 3aBeplleHns padbotsl CA3 Dallas Lock.

1.4 CocrtaB

CA3 Dallas Lock coctouT us:
. annapaTHOW YacTu;
e  npowwvBKkM (MPOrpaMMHON YacTw).

AnnapaTtHas vacte CA3 Dallas Lock npeacraeBnsaetr coboii nedatHyio nnaty (PCle «KT-500»
MdHA.501410.003-01, miniPCle-HS  «KT-521» TM®HA.501410.003-02 wnn  M.2  «KT-550»
M®HA.501410.003-04).

Mpowwueka (nporpammHas 4Yactb) CA3 Dallas Lock coctout ns cnegyrowmx KOMNOHEHTOB:

e  3arpysydvk cpefbl UCMOSNTHEHUS;
. cpeda vcnonHeHus yHkumin 6esonacHocTy;
e obonouyka hyHKUMI De3onacHOCTM.

1.4.1 3arpy34uk cpeabl UCNONMHEHUA

3arpysuuk cpeabl ucnonHeHus npoeuunpyeTcs B obnacte BIOS ans obecneyeHns nonyyenuns yrnpaeneHust
Hag MpoLeccoM 3arpy3ku KomnbtoTepa. Ero 3agaya — BbINONMHUTH YTEHME Koga cpenbl UCTMOSNTHEHUSsI
dyHKLMM 6e30NacHOCTM U3 NamsATK NNaTbl U Nepefatb en ynpaereHue.

1.4.2 Cpepna ncnonHeHusa PyHKLUIN 6e3onacHOCTU



3agaum cpedbl MCMonHeHUs yHKUMA ©6e30macHOCTM COCTOAT B obecnedeHnn paboTocrnocoOHOCTU
060noYkn yHKUMIA Be3onacHOCTK, ANst Yero cpefa UCMONHEHUs NPeaoCTaBnaeT creayoLlmne cepBuchl:

3anyck 060504k yHKUMIA 6e3onacHoCTy;

obecneyeHne pgoctyna k pannosbiMm cuctemam LLOC;

obecneyeHne poctyna k USB-ycTponcrteawm;

nonyyeHve ceegeHun o koHdurypaumm TC, TekyLlero BpeMeHu;

BbIBOA rpadomku Ha akpaH TC;

obecneyeHne [oCTyna K 3HEProHe3aBMCMMOMW MaMaATM Mfatbl ANS  YTEHUs/COXpaHeHus

napameTpOoB M XypHana;

]
[ ]
Lock;
[ ]

obecneyeHne gocTyna Kk pyHKumMm nepesarpysku/BbikntodeHmns TC;
yrpaBneHne Yyepes MaHUNynsaTop Tvna «Mbllb» B npouecce agMmuHuctpuposaHus CO3 Dallas

nogaepxka cuctemubix nnat BIOS n UEFI;
3arpyska LLOC.

1.4.3 O6onouka chyHKLMA Ge3onacHOCTH

O6onouyka dyHKuMI GesonacHoCcTn peanunayeT nonesHbin dyHkumoHan CA3 Dallas Lock, cBsi3aHHbIV C
OCHOBHOW 3aga4ven, 1 COCTOMT U3 Cneayowmux NoACUCTEM:

CaMOAMNarHOCTUKK;

ynpaBneHust 4OCTYNoM;

agMuHucTpupoBaHus napameTpoB CO3 Dallas Lock;
noeHTnmkauumn n ayteHTdmrkaumm nonb3oBaTtenen;
KOHTpOMS LenocTHOCTU KOMNoHeHToB TC;
pervcTpaumm n ydeta.



2 ycnosuda nPUMEHEHUA

Mpowwneka CO3 Dallas Lock sBnsieTcss nporpamMMHbIM KOMMOHEHTOM M34enusi, ee NporpaMMHbIA Kog
BbInonHsieTcs Ao 3arpysku LLOC. OCHOBHblE YCNOBUSA MPUMEHEHUSA B LIENTOM COOTBETCTBYIOT YCITOBUSM
npumeHeHus nnatel CA3 Dallas Lock.

2.1 TexHu4eckue TpeboBaHUA

CO3 Dallas Lock ucnpaeHo pabotaeT Ha TC (nepcoHanbHbIX 1 NOPTATUBHBIX KOMMbOTEPAX, cepBepax)
apxutekTypsbl Intel x64. MnHumaneHble annapaTtHele TpeboBaHusa k TC ansa yctaHoskn CO3 Dallas Lock:

e npoueccop Pentium ¢ yactoton 300 MIu;

e  He MeHee 512 Mb onepaTuMBHON NaMATK;

e pasbeMm Ha matepuHckon nnate ana nogknodeHns CA3 Dallas Lock: PCl-express / Mini PCI-
express / M.2 kntoy A/E;

e  Hannuue ceoboaHbix noptoB USB, ecnu nspenue ncnonb3yeTcss COBMECTHO C annapaTHbIMU
noeHTurkaTopammn (3a WUCKNIOYEHMEM CrnydaeB, KOrda B KayecTBe annapaTtHbiX WMAEHTMUKaTopoB
NCMNONb3YITCA 3MEKTPOHHbIE Krtoum Touch Memory, a cuuTbiBaTens Touch Memory nogkrnoyeH
HenocpeacTBeHHO k nnate cdopmata PCle «KT-500»);

e  KnaBuaTypa, Mblllb UM COBMECTUMOE YKa3blBaloLLEE YCTPONCTBO;

e  BMOeoOaganTep U MOHMTOP, nogaepxuBawoLime pexnm Super VGA ¢ paspelleHMeM He MeHee
yem 800x600 TO4eEK.

PaGota wn3genuss COBMECTHO C  HEKOTOPbIMU  OTAENbHBIMM  BuAeoaganTepamu,
MaTePUHCKMUMWU MnatamMyd  WIKU  KOHTPOJSIIepaMn  HaKoMUTENel MOXEeT BbINOMHATLCS
HEKOPPEKTHO.

PeanusosaHa nopaepxka Havbonee pacnpocTpaHeHHbIX ¢hannoBbIX cuctem, Bknoyasa: FreeBSD
UFS/UFS2, Solaris UFS, FAT16, FAT32, NTFS, Ext2, Ext3, Ext4, VMFS3, VMFS5 (ESXi), XFS (LVM).

CO3 Dallas Lock nogoepxuBaeT criegytoLime BUabl annapaTHbIX naeHTUGrKaTopoB:

e  USB-kntoun n cmapt-kapTtbl Aladdin eToken Pro/Javal,;
e  USB-knoun n cmapt-kapTbl PytokeH (PytokeHn 3UIM, Pytoken 3UIM 2.0, Pytoken 3UMM 3.0,
PytokeH Lite);
e  3neKkTpoHHble knouun Touch Memory (iButton)2;
e  USB-kntoun Guardant ID 2.0:
e  USB-kntouun n cmapt-kaptel ESMART (ESMART Token, ESMART Token FOCT);
e USB-kntoun m cmapt-kapTtbl JaCarta (JaCarta TOCT, JaCarta SF/TOCT, JaCarta-2
PKI/TOCT, JaCarta-2 TOCT, JaCarta PKI).

2.2 BxopgHble N BbIXOAHbIE AAHHbIE

BxogHbimu gaHHbiMu B CA3 Dallas Lock asnstoTcs:

e  (pannbl KOHUrypauun moayrnen CUCTeMbl, UCNONb3yemble NPW yCTaHOBKE UMW B rpouecce
aAMNHUCTPUPOBaHNS;

e  VHMKamnbHble A8 KaXOOW Y4YeTHOW 3anucu MMs nofb3oBaTtens, napoflb U CepUrHbIA HoMep
annapaTtHoro naeHTudukaTopa;

e [IMH-kog annapaTHOro MaeHTUdUKaTopa;

e  bopmanunsoBaHHble nNpasuna nonuMTMk 6e3onacHoOCTH, peannsyemble C NOMOLLLI MEXaHM3MOB
CQA3 Dallas Lock 1 npeobpasoBaHHble B 3Ha4YeHUs aTpubyTOB 1 NONIHOMOYNIA.
Nmsa yyeTHOM 3anmcu nonb3oBaTensi He MOXeT ObITb MYCTbIM U MOXET coaepxaTb He 6onee 31 cumeona.
Bo3aMoxHble napameTpbl naponst 3agatoTcsa B pasgene lMonumuku naporned. TpebosaHusa k MNMUH-kogy
annapatHoro wuaeHtudukaTopa OnNpefensiTcs B AOKYMEHTAUMM Ha  [OaHHbIA - annapaTHbIv
naeHTudukaTop.
B kauecTBe BbixogHbIX AaHHbIX B CA3 Dallas Lock BbicTynatoT:

. coobueHna CA3 Dallas Lock Ha aerictBuA nonb3oBaTenew;

! Kpome eToken ¢ 32 kuno6antamu namsTu.

2 Mpu nogkntodeHnn cumteiBatens Touch Memory HenocpeacTeeHHo k CA3 Dallas Lock ecTb BO3MOXHOCTb paboTsl ¢
NamsTbI0 3MEKTPOHHbIX Krtoder iButton (DS-1992, DS-1993, DS-1995, DS-1996) ansi XpaHeHWsi MOEHTUUKALMOHHON U
ayTeHTUMKaLNOHHOM MHGOPMaLMM YY4eTHOM 3anucu Nonb3oBaTerns U ero asTopu3aLmmn Ha ee OCHOBE.

CnenyeT vmeTb B BuAy, YTO AEUCTBMS C NaMsiTbiO SMEKTPOHHbIX Kntoyen iButton He GyayT AOCTYnHbI C MOMEHTa
obHapyxeHusi CO3 Dallas Lock nogkntoueHHoro k TC USB-cuutbiBaTens Touch Memory 1 go nepesarpysku TC.



e XypHan, co3gasaembii CA3 Dallas Lock B npouecce paboTbl;

e  3HAYeHMWs KOHTPOJbHbIX CYMM OOBEKTOB, HA KOTOPbIX YCTAHOBIIEH KOHTPOSb LIENTOCTHOCTH;

e  coxpaHeHHble napameTpbl koHpurypaumm CA3 Dallas Lock, cdopmupoBaHHbIle B mpoLecce
aAMNHUCTPUPOBaHNS;

e  nacnopT annapaTtHoh vyactn TC;

e  OTYyeThbl pedynbTaToB camoanarHoctukn CA3 Dallas Lock.

2.3 Monb3oBatenu CO3 Dallas Lock

B 3aBucumocTu ot npegocTaBli€EHHbIX I'IOJ'IHOMO‘-II/IVI, KaXaaa ydeTHaa 3anmncb nonb3oBaTtenid MOXeT ObITb
OTHeceHa K OIHOM 13 Tpex KaTeropun:

e  AdMmuHUcmpamop — Nosfb3oBaTenb, OTBETCTBEHHLIN 3a ynpasneHe CA3 Dallas Lock. Bxogut
B rpynny nonb3oBatenen AOMuHUcmpamopbi. ATY OYHKLMIO MOTYT BbINOSHSATb M HECKOJTbKO COTPYAHMKOB
nogpasaeneHuns MHAopMaLNoHHOM 6e3onacHOCTU NPeanpUaTUs;

e  Aydumop — nonb3oBaTesb, MMEKLWMI NpaBa Ha NPOCMOTP BCEX YCTAHOBIEHHbIX NapamMeTpoB
6esonacHocTn CA3 Dallas Lock 6e3 BO3MOXHOCTW X pefgakTupoBaHus. BxoguT B rpynny nonb3oBartenemn
Aydumoper,

e [lonb30o8amersis — Nonb3oBaTeNb 3aLULLEHHOrO NEPCOHANbHOr0 KOMMbIOTEPA, HE MMELWMN
MOMHOMOYMA Ha aAMWHUCTPUPOBAHWE CUCTEMbI 3alUUThbl, OCYLLECTBMSHOWMA BBoOg W 0OpaboTky
UHdopmaunm nobbiMKn NporpaMmMHbIMK cpeacTBamun. Bxoaut B rpynny [lons308amenu.



3 OINUCAHUE 3AO0AYHU

3.1 MNoacuctema camognMarHOCTUKMN

Mpu BkntodeHun TC CO3 BbINOMAHAET YHKUUIO CamMOAMarHOCTUKU AN onpeaeneHyus BO3MOXHOCTU
BbINOMHATE CBOW (DYHKLIMW.

Ecnn amarHoctMka BbINOMHEHa YCMELWHO, MOofb30BaTeN0 MNpPedoCcTaBnseTcsl BO3MOXHOCTb MPONTU
aBTOPU3aLMI0O B HOBOM OKHe. B XypHan 3aHocuTcd 3anvMcb 00 MHMLManu3aumMm cucTeMbl C pe3yrnbTaTtom
OK.

Ecnu B npouecce camoguarHoCTukm obHapyxeHbl HemcnpasHocT U cbon, TC BbIBOOUT COOTBETCTBYIOLLIEE
COO0O6LLEHNE 1 BbIKINIOYAETCS.

Tarke nmeeTcst BO3MOXHOCTb NpoBepkun pabotocnocobHocTn namATy nnaTtel CA3 B pe3ynbraTte npouecca
CaMOTeCTUPOBaHUS, a Takke nNpoBepka paboTocnocobHOCTM NamMATU annapaTHOro naeHTudgukaTopa.

3.2 Toacuctema ynpasneHus 4OCTYNOM

CI3 nossondeT 6nokMpoBaTh 3arpy3ky onepaunoHHON CUCTEMBI:

e [PV NPEBbILLIEHMN YUCNA HEYAAYHbIX NOMbITOK ayTEeHTUdMKALMMU NONb3oBaTeNs;
NPV HapyLlEHWM LENOCTHOCTU NMPOrpaMMHON cpeabl UK annapaTHbIX KOMMOHEHTOB;
npu cpabaTtbiBaHUM gaTymKka BCKpbITUst Kopnyca (aanee OBK);
NPV HENCMNPaBHOCTU YaCOB;
npy HEMCNPAaBHOCTM AaTymka crnyyYanHbeix yncen (ganee ACY);
npu obxoae HapywuTenem komnoHeHToB CA3 Dallas Lock;

e  npu nonbiTke 3arpy3ku HWOC;

e NPV KPUTUYHBIX COOSX M OLLIMBKaX.
Mpy NpeBbILLEHMN YNCNa Pa3peLLEHHbIX HeyaayHbIX MOMbITOK ayTeHTUdMKaLMN NoNb3oBaTenNs, y4yeTHas
3an1cb nonb3oBaTtens 6nokupyeTcss aBToMaTUYECKM.
CO3 coBepluaeT O4NCTKY OnepaTUBHOW MaMATM M obecnevmBaeT HeAOCTYNHOCTb PECypcoB CpeacTBa
AOBEPEHHOW 3arpy3kn M3 nporpammHon cpeabl TC, nHdpopmaumnoHHoro cogepxanuns pecypcos TC nocne
3aBepLueHns paboTbl cpeacTBa JOBEPEHHOW 3arpy3Kku.
CO3 obnagaer BO3MOXHOCTBIO OCYLLECTBNATbL nepesarpysky TC B crnyyae, ecnu B TeyeHue
onpefeneHHoro BpeMeHM NOCIe BKITKOYEHNUSI NMUTaHNA ynpaBrieHve 3arpy3kon He Obino nepenaHo Ha CA3,
pasMeLleHHOM Ha CUCTEMHON nnaTe.

3.3 Moacucrema agmuHucTpupoBaHusa CO3 Dallas Lock

JlokanbHoe apgmuHucTpupoBaHue CO3 Dallas Lock ocyuwectBngetcs M3 OKHa Mporpammbl
agMUHUCTPMPOBaHUSE — 000NOYKM agMUHUCTPaTopa, B 06onoyke dyHKUMoHanbHon 6e3onacHocTn CO3
Dallas Lock.

Takke BO3MOXHO agmuHucTpupoBaHve CO3 Ha yganeHHoW paboven cTaHuum B cocTaBe [JomeHa
Oe3onacHOCTU B KayecTBe KnneHTa cepBepa 6esonacHocTu Dallas Lock npu nomowm cpeacts KoHconu
CepBepa 6esonacHocTM unu B kadectBe knueHta ELY Dallas Lock npu nomowwm KoHconn ELY.
MopgpobHee B PykoBoactee no akcnnyatauum NMOHA.501410.003 P3.

dyHKUMA BBOAA paboymx cTaHumnm ¢ yctaHoBneHHbiM CA3 B [JlomeH 6e30nacHOCTM JOCTYNHa
TOnbKO B 6a3oBoM pexunme pabotsl CO3.

3.3.1 WHTepdperic nporpammbl

O6onouka agmuHuctpatopa CA3 Dallas Lock dyHkumnoHupyet B paspeweHun ot 800x600 unu Bbiwe, B
3aBMCMMOCTM OT MCNOJb3yeMOro Buaeoagantepa.

B rmaBHOM OkHe 060M04KkM agMUHKUCTPaTopa (pyc. 1) pacnonoxeHsl BKNagku, obecneunsaroLime ocTyn K
COOTBETCTBYIOLLUM HACTPONKaM:

lNonb308amernu — ynpaBneHne y4eTHbIMU 3anMcsiMy Mosib3oBaTenen;

KoHmponupyembie 06beKmbl — KOHTPOSb LIENIOCTHOCTN KOMMOHEHTOB TC;

«Monntnkn 6esonacHocTn» — HacTpoika aBTopusauum B CO3 Dallas Lock;

XKypHan — pervctpaums v ayaur;

lMapamempbl — ynpaBrneHue napameTpamu nnarhbl;

Cepsuc — pononHutenbHble gyHkumn CO3 Dallas Lock.
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Puc. 1. FmaBHOe OKHO 0605104KM agMuHUcTpaTopa. NMonb3oBaTenu

Mpn BbIGOpe BkNagky oToBpakaeTCa COOTBETCTBYIOLUMA CMNUCOK KaTEropurHbIX U OYHKLNOHAMbHbIX
KHOMOK.

3.3.2 CoxpaHeHue/npumeHeHMe KOH(UrypaLumm u BbiBO4 OTYETOB

B o6onouke agmuHnctpatopa CA3 Dallas Lock npegycmoTpeHa oyHKUNSI COXpaHEHUS BCEX NapameTpoB
koHdurypaumm CO3 Dallas Lock Ha pasznunyHble HOCUTENU MHAOPMALUK, C BO3MOXHOCTBIO NPUMEHEHNS
COXpaHeHHoW KoHdurypaumu. [JaHHbin byHKUMOHAnN JocTyneH Tonbko agMmHuctpatopy CA3 Dallas Lock
yepes MeHo CepBuc B 0605104Ke agMMHMUCTpaTopa.

BoamMoxHbI crneaytowme genctemsa ansa nyHkta KoHgbuaypayus:

e CoxpaHUTb — [aHHble 00 Y4YeTHbIX 3anucax Monb3oBaTenen, KOHTPONMPyeMbIX 0b6beKkTax u
nonutukax 6e30nacHOCTM COXpaHsATCA B crneyunanbHoMm davine KoHdurypaumm B dopmarte *.xml Ha
pasnuyHble HocuTenn nHopMaumu,;

e [pumMeHUTb — NpUMEHEHNE COXPAHEHHbIX NapaMeTpoB KOHUrypaumm. OyHKUNS MPUMEHEHUS
darinoB KOHUrypaumm MoXeT UCNofb30BaTbCA B TOM ciyvae, korga Heobxoanmo nepeHecTn Tekylme
HaCcTpoOWKM OCHOBHbIX napameTpoB CA3 Dallas Lock Ha Heckonbko aBTOHOMHbIX TC, T.K. HacTpolika
napameTpoB 6€30NacHOCTM Ha Kaxxgom oTaenbHoM TC MOXeT 3aHMMaTb MHOro BpeMeHu. B aTom cnyvae
agMunHUCTpaTopy Heobxogumo HacTpouTb napameTpbl CA3 Dallas Lock Ha ogHom TC M coxpaHuTb
nonHyt koHdurypauuto Hactpoek CO3 Dallas Lock, 3aTemM nepeHecTM HACTPOWMKM Ha oOcTalnbHble
KOMMbIOTEPbI, UCNOMb30BaB, Hanpumep, USB-HakonuTenb C COXpaHeHHbIM havnoM KoHdurypauum. B
crnyyae MOATBEPXAEHWUS MPUMEHEHUS] HOBbIX HAacTPOEK KOH(UIypauMOHHbIN chann OyaeT NpUMEHEH,
Tekylime napameTpbl 6e3onacHocTy 6yayT cOpoLLeHbl, NapaMeTpbl 6€30MacHOCTN U3MEHSATCHA COrfacHo
darviny koHdpurypaumm. Cuctema BbiBe4eT yBeAOMEHUE 00 yCNeLHOM NPUMEHEHUM KOH(PUIypaLMOHHOMO
danna.

e [lo ymonuaHuto — BoccTaHoBneHune koHdpurypaumum CA3 Dallas Lock no ymonuyaHuio. Bosspart
K HacTtpoikam CO3 Dallas Lock no ymonuyaHuto npegnonaraeT BOCCTaAHOBIEHME NepBOHaYanbHbIX
3Ha4YeHun NONUTUK BesonacHOCTU, NapaMeTPOB KOHTPOMS LEeNOCTHOCTM M aTpubyToB y4YeTHbIX 3anucen.
YyeTHble 3anucu, cosfaHHble npu yctaHoeneHHom C[HO3 Dallas Lock, nocne BoccTaHOBMEHUS
nepBoOHaYvarnbHbIX HACTPOEK OyayT yaaneHbl. [pMeHeHne HaCcTPOEK MO YMOMYAHMKO HOCUT HeobpaTUMBbI
XapakTtep u aksuBarneHTHo nepeycrtaHoske CA3 Dallas Lock.

e TectupoBaHue cdyHkunm CA3 — camoTtectmpoBaHune dyHkuun CA3 Dallas Lock. [daHHbin
NyHKT MeHlo CepBUC OOCTYNEH TONbKO agMuHMcTpatopam. [pu 3anycke camoTecTUpoBaHus pesynbTat
camoTecTupoBaHus otobpaxaeTcs B okHe TecTupoBaHue OCHOBHbIX chyHkuun CO3.

e OTtyeT — coxpaHeHWe oTyeTa B copmaTe *.txt Ha pasnuyHble HocuTenu uHdopmaumn.
Bo3amoxHo copmupoBaHne otdetoB [lpaBa u KoHdwurypauus 1 AnnapatHasa 4YacTb. [laHHbIN
PYHKLMOHaN AOCTYNEeH Nonb30oBaTensam, HageneHHbIM NOMHOMOYMAMU agMUHMCTpaTopa nunv ayauropa.
B oTyeTe MNMpaBa n KOHUrypaumum ykasbiBatoTcs crneayowmne gaHHble:

UM Nonb3oBaTensi, KOTOPbIN co34arn OTYeT;

aarta n Bpemsi oOpMUPOBaHUSA OTYET];

Bepcus npowmnskm CA3 Dallas Lock;

Homep cbopkm MO CA3 Dallas Lock;

napameTpbl koHdurypauun CO3 Dallas Lock B cOOTBETCTBUU C HACTpOMKaMm oTyeTa.
B otyeTe AnnapaTHas YacTb yKasblBalOTCA cnegyowme gaHHbIe:

e 1MS MONb30BaTENS, KOTOPbIA CO30aN OTYET;
e parta v Bpemsi pOpMUPOBAHUA OTYET];
e  Homep cbopku MO CO3 Dallas Lock;



e  XapaKTepUCTMKM annapaTHou kKoHdurypaumm TC (cuctema, onepatumBHas namsTtb, PCI-
ycTponcTea, Hakonutenu, USB-ycTpoincTea).

DyHKUMA coxpaHeHusi oTdeTa O KoHdwurypaumm CO3 Dallas Lock MoxeT wucnonb3oBatbcsi Ans
AanbHelLen NPOBEPKN COOTBETCTBUS TEKYLLMX HACTPOEK 3TaNOHHbIM 3HAYEHUSM.

e O CA3 Dallas Lock — BeiBog nHdopmaumm o Bepcun npowmvBkn CA3, ykasaHHOro koaa
TEXHUYECKOW NOAAEPXKKM WM KOHTAKTOB npou3BoguTens. 34eCb BO3MOXHO CMEHWUTb KO TEXHUYECKOW
nogaepxkn. Bo3amoxHocTb BbIBOAUTb MHopMauumio o yctaHosneHHom CO3 Dallas Lock pgoctynHa
nonb3oBaTensM, KOTopble HageneHbl MOSTHOMOYNSIMM agMUHUCTPaTOpa unu aygutopa.

3.3.3 O6HoBneHue npowuku CA3 Dallas Lock

OGHOBMNEHNE NPOrpaMMHOM YacTU U3genus OOCTYMHO Yepe3 cepBUCHyl ytunuty KtService u
Npou3BOAMTCA CreayloLMM 06pasom:

e  MpeanpuaTMe-u3roToBUTENb AOBOAMT OO0 NOoTpedbutens uHdopmaumio O Bbilycke OOGHOBNEHWU
n3genus u yCTpaHeHHbIX B HOBbIX BEPCUSIX HeAOCTaTKax Mo 3fIEKTPOHHOM NOYTE MUCbMOM C BMOXEHHbIM
OOKYMEHTOM, noanucaHHbiM OlT;

e noTpebutens nNpu MNOMAy4yeHMM yKasaHHOW WHOPMaLMWU BbINOMHSET 3arpy3ky OOHOBNEHus ¢
canta nNpeanpuaTUS-M3rotoBuTens B Buae ANCTpnbytmea, MHOpMaLns O KOHTPOSIbHON CyMMe KOTOpPOro
COLEePXNTCS Ha canTe NpeanpuUATUS-U3roTOBUTENS, a Takke dhann 3NeKTPOHHOW NoaNucy;

e  repepj yCTaHOBKON OOHOBNEHMS NOTpebuTenb BbiNOMHAET NPOBEPKY NOANMHHOCTU 3MEKTPOHHOM
noanucu (CornacHo WMHCTPYKUMMW, NPeacTaBfieHHON Ha canTe MNpeanpusTUs-u3rotoButensd), pacyet3 u
CBEPKY KOHTPOMbHbLIX CYMM MOMYy4E€HHOro naketa 0GHOBMEHU C KOHTPOSbHLIMU CyMMaMWU, YKa3aHHbIMW Ha
canTe NpeanpuATUS-U3roTOBUTENS;

e B Cfyyae YCNewHOW MPOBEPKW 3MEKTPOHHOM MOAMUCU W COBMAAEHWUS KOHTPOJSIbHBLIX CYyMM,
noTpebutenb BbINOMHAET YyCTaHOBKY 0OHOBMEHWn. Ecnn npoBepka anekTpOHHOM NOAMMUCY Y KOHTPOMbHbIX
CYMM He npovigeHa, noTpebutens He BbINOMHAET yCTaHOBKY OGHOBNEHUI 1 obpallaeTcs K npeanpusTuio-
N3roTOBMTENIO N3OEeNns;

e Ond ycTaHOBKW OGHOBNEHNSI HEO6XOOUMO 3anyCTUTb CEPBUCHYO yTUNnUTy KtService, nocne vero
ybeanTbCsl, YTO paspeLleHa 3an1cb B CUCTEMHYHO 06nacTb dHeproHesasucumon namatn CO3 (nogpobHoe
onncaHue cogepXuTca B OokymeHTe Pykosogctso no akcnnyatauuun MNMPHA.501410.003 P3, n. 3.6
«Mcnonb3oBaHue CepBUCHON YTUNUTBIY);

e nepentn Ha Bknagky [lpowuska, BblbpaTb Aencteve lNpPUMEHUTbL NPOLIMBKY, MOCME 4Yero
BblIOpaTh CkavaHHbIM dann NPOLMBKM C paclumpeHnemM .amfrm, nogTBepANTb MPUMEHEHME NPOLLMBKY;

e BblGpaTb cpedy UcnonHeHns gavna npowwmsku: Ana komnototepos DEPO Bbibpate — «1», Ans
oCTanbHbIX MoAenen, a Takke ansa komnbtotepoB DEPO go 280-m mogenn BKAKOYUTENBHO — «2»,
NnoaTBEepAWTb YCTaHOBKY, NOCe Yero oHa 6yaeT npuMeHeHa;

e  Ha BKknagke 3aepyska BblbpaTb pexum paboTel nnatel CA3 Dallas Lock:

e ana UEFI-pexuma (ecnn matepuHckad nnata UEFI-coBmectuma u wucnonesyetcsa LOC,
ycTaHoBneHHas B pexume UEFI-3arpyskun): u3 rpynnbl 9anNeMeHTOB Pexum 3azgpy3ku HaxaTb KHOMKY
Tonbko UEFI, n3 rpynnel anemeHToB [pyaue napamempsbi yCTaHOBUTb Yekbokebl Coemecmumocmsb ¢ EFI
1.0, brnokuposamsb krnasuamypy rpu 3azpyske, PaHHsAs1 3agpy3ka v Ucrnonb3yemcsi Legacy BIOS npu
HeobxoaumocTy;

e ana Combo-pexnma (ecnu matepuHckas nnata UEFI-coBmecTuma, B HacTponkax BIOS
BKIMOYeH pexum Legacy-cosmectumocTtu (CSM), ncnonbsyetca WWOC, yctaHoBneHHasa B pexume Legacy-
3arpysku): U3 rpynnbl 3NemMeHToB Pexum 3azpy3ku HaxaTb kHonky UEFI B pexxume coBmecTUMOCTH, 13
rpynnbl  anemeHToB [pyeue napamempbl ycTaHOBUTL 4ekbokcbl Coemecmumocmb ¢ EFl 1.0,
Briokuposams kriaguamypy rpu 3azgpy3ske n PaHHsAs 3agpy3ka npu Heob6xoaMMOCTK;

e ana Legacy-pexuma (ecnim maTepuHckas nnata He UEFl-coBmectuma 1
dyHKkunoHnposaHue CA3 Dallas Lock B apyrnx pexumax HeBO3MOXHO): U3 rpynmnbl aNeMeHToB Pexum
3agpy3Kku HaxaTb kHonky Tonbko Legacy BIOS;

e HaxaTb KHOmMKy MpUMeHuUTb;

e  Ha Bknagke CocmosiHue HaxkaTb KHOMKY BbIKIMIOYNTL KOMNbIOTEP;

e 13BreYb HOCUTENWN C CEPBUCHOWN YTUIMTOW MU ParirioM NPOLUMBKN U3 KOMNbIOTEPA;

e ypanuTb ¢ nnaTel popmata PCle «KT-500» mxamnepsbl, Ha nnaTtax popmata miniPCle-HalfSize
«KT-521» n popmata M.2 «KT-550» yctaHOBUTE MUKponepekntoyatenu B nonoxeHne «OFF»

3 PacyeT KOHTPOSbHBIX CYMM [OIDKEH BbIMOMHATLCA CEePTUPUUMPOBAHHLIMM CpeacTBaMM C yHKUMeN pacyeTta

KOHTpOJ'IbHOI7I CYyMMbI.



3.4 Tlopcucrema ngeHTudmrkaumum n ayteHTudmKayum

AamuHucTpaTtop Yepes obonoudky aamuHncTpatopa CO3 Dallas Lock nveet BO3MOXHOCTb hOpMUMPOBaTh
W ynpaBnaTb CMMCKOM Yy4eTHbIX 3anucen nonb3oBaTenen CO3 Dallas Lock, a Ttakke npousBoauTtb
HeobxoaMMble HAaCTPONKM NONUTUK 6€30NacHOCTU, @ UMEHHO MOMUTUKN aBTOPM3aLMM U MONUTUKN NApPOSIeN.

3.4.1 YnpaBneHue y4yeTHbIMMU 3aNUCAMU NONb3oBaTenemn

AOMUHUCTpATOp MMeEEeT BO3MOXHOCTb CO3[aBaTb, peAakTMpoBaTb, KONUPOBAaTb, yaanaTb M 3agaBaTtb
naponb Yy4eTHbIM 3anuMcsaMm nonb3oBaTenen. Bce onepauumn no ynpaBneHUIO YYETHbIMU 3anUCsaMu
nonb3oBaTtenen PUKCUMPYIOTCS B XXypHane.

[nsi co3gaHnsa unu pegakTupoBaHUSA y4eTHOW 3anvcy Nonb3oBaTens agMMHUCTpaTop 3adaeT napameTpbl
B COOTBETCTBYHOLLEM pasfernie B OkHe peJaKkTMPOBaHWs UM CO34aHMs YY4ETHOM 3anucuK nonb3oBaTens.

B okHe PepaktupoBaHue napameTpoB nornb3oBaTensa Ha Bknagke Obwjue onycTUMO peakTMpoBaHme
crnegylwmnx NapameTpoB Y4YETHOW 3anvcuy Nnonb3oBaTens:

e Kateropus nonb3oBatens — BbIGUpaeTcs U3 BbiNagatoLLero Cnmcka;

LtaTHble nonb3oBaTenu, AonyleHHble K paboTe Ha 3alMLieHHON paboyen cTaHuuu, He
OOMKHbI UMeTb KaTeropunto AOMUHUCmMpamops! unn Aydumopei.

e OnucaHme — npegHasHayeHoO Anst TEKCTOBOrO OMMUCaHWS YYETHOM 3anucy nonb3oBaTtens (He
bonee 95 cumBonos);

e PacnucaHume — ycTaHOBKka paspelleHHOr0 BpPEMEHW Bxoda Monb3oBaTenss B CUCTEME
(noopobHoe onucaHue YCTaHOBKM pa3pelleHHOro BpeMEHW OMnMcaHo B LOKyMeHTe PykoBoACTBO MO
akcnnyaTaumm NMPHA.501410.003 P3, n. 3.3.1 «YnpaBneHve y4eTHbIMU 3anMcamMmn nonb3oBaTeneny).
[donycTtumo npmucBoeHue cnegyowmx aTpnbyToB y4eTHOW 3anncy Nonb3oBaTens:

e  OTKNOYEH — y4yeTHasl 3anucb NONb30BaTENs OTKMHYAETCS, BXO B CUCTEMY HEBO3MOXEH A0
CHATUS aTpnbyTa agMMHUCTPATOPOM;

e NoTtpe6GoBaTb cMeHy Napons Npu criegylolem Bxoae — rnpu BXOAe Nonb3oBaTens B CUCTEMY
NPUHYANUTENBHO 3anycKaeTCsi ANanoroBoe OKHO CMEHbI TEKYLLErO Napons;

UekboOKC OaHHOro atpubyTa OTCYTCTBYET B OKHE pedakTMPOBaHUS OOMEHHOW Y4YeTHOM
3anucu nosb3oBaTtens.

e 3anpeTuTb CMeHy napons nonb3oBaTenieM — 3anpeT Ans NoSib30BaTens Ha CMeHY CBOEro
napons, B T. Y. 1 M0 UCTEYEHUM CPOKa AeNCTBUS;

Mpuceoutb aBa aTpuGyta MoTpeGoBaTb CMeHy napons Mpu criegyloleM BXxoAde U
3anpeTuTb cMeHy napornsi Nofib3oBaTenem OfHOBPEMEHHO HEBO3MOXHO.

e bBeccpouyHbil naponb — Ha Mnofb3oBaTens He pacrnpocTpaHsaeTcd AenCcTBMe MONUTUKK
BesonacHocTW, KOTOopas ycTaHaBnvMBaeT MaKCMMaribHbI CPOK OEeWCTBUSA naporns. YCTaHOBKa AaHHOro
aTpubyTa He 3anpeLlaeT CMeHy nNapons norne3osBaTtenem B noboe Bpems;

YekboKkc gaHHOro atpubyTa OTCYTCTBYET B OKHE pPefaKTMpOBaHWs OOMEHHOW Y4YeTHOM
3anucuy nonb3oBaTens.

e 3anpetuTb paboTy Npu HapyleHHOW LLeNOCTHOCTU — BXOA B CUCTEMY NOMb3oBaTeneM npu
HeycrnewHOM MPOXOXAEHUM npoueaypbl KOHTPOMNS LENOCTHOCTU OOBbEekToB U KoMMnoHeHToB TC
3anpeLyaeTcs;

e 3anpetutb paboty npu cobbiTMax ot OABK — Bxog B cuctemy O6nokupyetcs npu
cpabaTbiBaHMM [JaTyvMka BCKPbITUA Kopnyca. Ha akpaHe npurnaweHuss B cuUCTeMy OTobpaxaeTtcs
COOTBETCTBYlOLLEE COObLLEHNe.

[aHHbI aTpMbyT HE NPMMEHUM Ansi BapuaHToB ucnonHeHus ngenusa NeHA.501410.003-
02 nNMoHA.501410.003-04 (nnatel popmata miniPCle-HS «KT-521» n chopmata u M.2 «KT-
550»).

e 3anpeTutb 3arpy3Ky HewTaTHom OC — 3anpet Ha 3arpy3ky OC c HocuTensi, OT/IMYHOIO OT
ykasaHHoro B none 3aepy3o4yHoe ycmpolicmeo Bknaaku lMapamemps 060104k agMUHUCTpaTopa.



e 3anpetutb paboTy NpM HeucnpaBHOCTM 4YacoB — BXO4 B CUCTEMY OnokupyeTcs npu
HeucnpaBHOCTM 4acoB. Ha akpaHe npurnaweHuss B cuctemy oTobpaxkaeTcsi COOTBETCTBYylOLlee
cooOLLieHuE;

[aHHbIN aTpnbyT He NPUMEHNM AN BapuaHToB ucnonHeHuns magenusa NMNPeHA.501410.003-
02 n NMd®HA.501410.003-04 (nnatbl dpopmaTta miniPCle-HS «KT-521» n dopmata n M.2 «KT-
550%).

e 3anpetutb paboty npu HeucnpaBHoctu [ICH — Bxog B cuctemy Onokupyetcss npwu
HeucnpasHocTu [JCH. Ha akpaHe npurnaweHns B cuctemy otobpaxaeTtcs COOTBETCTBYIOLLEee coobLLeHNe.
Ha Bknagke AnnapamHasi udeHmugbukauyusi BO3MOXHO Ha3Ha4yeHWe annapaTHoro uaeHTudukatopa B
cnegyroLem nopsiake:

e  MpeabsABUTb annapaTHbIA MAEHTUdUKATOP U BbIOpaTh €ro U3 Cnucka;

e [Janee aBToMaTudecku 3anonHsawTca nons CepuliHbil Homep (cepuiHbii Homep AW), Uwms
rnonb3oeamerisi, Yekbokcbl XpaHume naposib v lNapons 3awuuieH MNMAH (B COOTBETCTBUM C OAHHBIMWU,
paHee 3anucaHHbIMKU B namsitb AN);

e MpuM HeobOXOAMMOCTM HaxaTb KHOMKy O4YMCTUTL — npou3onaeT ouucTka nonst Uwms
rnonb3o08ameris,

e rocne Haxatus kHonkn OK [aHHbIi  annapaTtHbil  uaeHtudukatop OyaeT MpUCBOEH
penakTupyemom y4eTHOW 3anuncu nonb3oBaTerns.

B panebHenwem aBtopusaumsa gaHHoro nonb3oBatens B CA3 Dallas Lock 6e3 npeabasneHns gaHHoro AU
OyaeT HEBO3MOXHaA.

Bknagka AnnapamHasi udeHmugbukayusi OTCYTCTBYET B OKHE pefaKTUPOBaHUA NapamMeTpoB
OOMEHHOW Y4ETHOWN 3anucu Norb30oBaTerns, 3afaHHOro No Macke.

Mpy HeoH6X0AMMOCTU BO3MOXHO 3afaTb AONOMHUTENbHbIE NapaMeTpbl annapaTHon naeHTuUKkaLmum:

e  3anucaTtb — faHHas KHOMKa NO3BOJISET 3anUCbiBaTh B HE3ALLMULLEHHYIO M 3aLLMLLIEHHYIO NaMSATb
AN naeHTUMKaLMOHHYIO N ayTEHTUMMUKALMOHHYIO MHopmMaunio (MMs nonb3osaTens, naponb). B atom
Crnyyae B OKHe aBTOpu3auuv B COOTBETCTBYOLWME nona 6ygeT nogcTasneHa 3anncaHHasa nHgopmMauus,
nons 6yayT HeOOCTYMHbI ANs pe4akTUPOBaHWS;

3anucb ToMbKO MAEHTUMUKALIMOHHON UHOpMaLUmK (MMs NonNb3oBaTens) OCyLLEeCTBAAETCS
Mo HaxaTuio KHOMKN 6e3 NMPUCBOEHMS OCTanbHbIX BO3MOXHbIX aTpnbyToB. Mpu ycneluHown
3anucu B none Mmsa nonb3ogeamersnsi 0TOOPas3MTCA WMsI TEKYLLe YYETHOW 3anucu
nonb3oBartens, none 6yaeT HeQOCTYNHO AN peaakTUPOBaHMS.

CneaoyeT yuuTblBaTb, YTO 3anucb WMHMOPMALMK OCYLLECTBMSETCA He Ha BCe Mogenu
annapaTHbIX WOEHTU(UKATOPOB.

J XpaHuTb naponb — AaHHbI aTpUbyT NO3BONAET XpPaHWUTb Naporb B HE3ALWULLEHHOW NamMATH
AN. B aTom cnyyae B OkHe aBTopu3daumm B nonsa [lonbsoeamesns v [lapons ©ypeT noactasneHa
XpaHswwascs B namsatn AU nHdopmMauums, nonsa 6yayT HeQoCTyNHbl ANs peAaKTUPOBaHUS;

Cnep,yeT O6paTI/ITb BHUMaHWMeE, 4TO XpaHeHMe naponsd B He3aluuLeHHon namaTn AU ¢ ToYKn
3peHnA VIH(bOpMaLI,VIOHHOﬂ 6e3onacHOCTU HexxenaTersbHo.

. Maponb 3awmweH MUH — gaHHbIM aTpubyT NO3BONSET XpaHWUTbL Naporb B 3awwmweHHon MNNH-
kogoMm namaTtu. B atom cnyyae B okHe aBTOpu3aumm B none [lonb3oeamesns OydeT nogcTaBrieHa
XpaHswascs B namsatn AV ngeHTudmkaunoHHas nHdopmaums, a naponb 6yget nonyveH 13 3almweHHON
namsatu AU, ecnu BeeaeH BepHobin MNMAH;

ObGna3aTenbHbIi aTpMbyT MpU MCMONb30BaHUM 3MEKTPOHHBLIX Khtoden iButton B kavectBe
annapaTHbIX MOeHTUMOMKaATOPOB.

e CwmeHutb NMUH — paHHasa kHOMka MO3BONSAET CMEHUTb paHee HasHayeHHbl MAH yyeTHON
3anucu nonb3oBaTtens ansa annapaTtHbiX ngeHTudukaTopa. B okHe UsameHeHue NMUH-koaa BBeCcTu cTapbii,
HoBbI [MH 1 noBTOPUTL BBOA HOBOrO UNH,;



TpeboaHus k NMUH-koay annapaTHOro naeHTUdUKaTopa onpeaensaTca B JOKYMEHTauuu
Ha JaHHbIA annapaTHbIn naeHTUduKaTop.

e  dopmaTupoBaTb — [JaHHas KHOMKa NO3BonseT npoBecTu hopMaTnpoBaHme AV n o4NCTUTb BCIO
paHee 3anucaHHy MOEHTUMUKALNOHHYIO U ayTEeHTUUKALMOHHYO MHpopMauutio.
B CO3 nmeeTcs Bknagka Bxod e C3/ HC/], no3sonsiowas AONONHUTENbHO HacTpouTb aBToexon B C3U
HCL Dallas Lock, yctaHOB/MB COOTBETCTBYIOLLMIA aTPUOYT. [pn 3TOM MOXHO BbIGpaTh ONuuto:

e Asmopu3ayuoHHble OaHHbie, 88e0eHHbIe Mofb3osamersieM rnpu exode — 4Tobbl CNOMNb30BaTh
AaHHble YYeTHOW 3anncu Nonb3oBaTens, KOTopble ObiNM BBEAEHbLI NPY BXOAE;

e [IpedonpedernieHHblie OaHHble — 4TOOblI BHECTM [aHHble YYETHOW 3anuMcu Monb3oBaTens
BPYYHYIO.
Mocne 3arpysku LLOC ocywecTteutca aBTomaTtudeckmii Bxog B C3U HC ¢ ykasaHHbIMM NapameTpamu:

e [omeH Bxoga B C3U HC[;
e  Wwmsa nonb3osatena C3U HCA;
e [Maponb nonb3oBaTensi.
Honyctumo npuceoeHune cneayrowmx atpnoytos C3U:
e [lepepaBatb annapaTHbIi naeHtTudgukatop 8 C3U HCA,;
e [lepepasatb napons 8 C3U HCA.

Ob6s3aTenbHbIM YCITIOBUEM KOPPEKTHOWM paboTbl aBTOBXo4a siBNsAeTcs BknwoveHve B C3U
HCO Dallas Lock napametpa 6esonacHoctm Wcnonb3oBaTb aBTOPU3aLMOHHYHO
mHdopmaumro ot CAA3 Dallas Lock B kaTeropun Bxog.

CoxpaHeHne CBOWCTB M aTpubyTOB y4eTHOMW 3anucy nosfb3oBaTens NPOM3BOAMTCS MPU HaXKaTUN KHOMKM
OK.

YyeTHble 3anvcy nonb3oBaTenen, kotopble 3apernctpmpoBaHsl B CA3 Dallas Lock, oTtobpaxatorca B
Buae Tabnuubl.

Pa3bnokunpoBka 3abnoKMpoBaHHOW yYeTHON 3anucy nonb3oBaTens OCYyLeCTBNSeTCA aBTOMaTU4eckn no
UCTEYEHUN YCTaHOBIIEHHOro BpeMeHn BGNOKMpOBKM Unu nNpuHyamTensHo agmuHuctpatopom CA3 Dallas
Lock B pasgene 3abnokmpoBaHHble NONb30BaTeNM.

3.4.2 HacTtpoika nonutuk 6esonacHocTm

AOMWHMCTPATOP MMEET BO3MOXHOCTb HAaCTPOUTb NONUTUKKN BedonacHocTw Ansa asTopu3aunm (Tabnuua 1),
naponen (Tabnuua 2) n OCY (Tabnuua 3) B COOTBETCTBYIOLLMX KaTeropusax Ha Bknagke [lTonumuku
b6e3onacHocmu 060N0YKM agMUHUCTPaTopa.

Tabnuua 1 — Cnucok napameTpoB kaTeropuu «[llonuTukn aBTopmusaumnm»

MapameTp nonUTUKU OnucaHue
«OT0bpaxaTb MMsi NocrneaHero Bo3morxHoe 3HaueHne napametpa: [Ja/Hem. B 3HaveHuu [Ja B
BOLLeLLero nonb3oBaTens» OKHe aBTopu3aumu none MmMs rnonb3oeameris 3anofiHAeTCH

MMEHEM YYETHOW 3anucu NnoNb3oBaTeNsd, OCYLLECTBMBLLEINO
nocriegHun ycnewHsln BxoAd. [pu 3HayeHun Hem none
OCTaeTcs NycTbiM

«MakcumanbHoe KonmM4yecTBO OWNOOK |~ YCTaHOBMEHHOE 3HA4YeHVWe pernameHTMpyeT  KONIMYecTBO

BBOZa naponsa» nonbITOK BBOAA 3HaYeHuin napons. B cnyyae BBoga HeBepHOro
napons nogasndeTca npegynpexgeHue. 1o  gocTuxeHun
YCTaHOBJIEHHOrO 3Ha4YeHNa — yyeTHas 3anucb Norb3oBaTesis
GrokMpyeTca Ha onpefeneHHoe BpeMs, ycTaHaBnMBaemoe
napameTpom Bpems OGNOKMpPOBKM Y4eTHOM 3anucu B
crnyyae BBoAa HenpaBUNbHbIX Naponemn.
BoamoxHoe 3HayeHuMe napameTtpa: oT 1 go 10 u He
ucronb3yemcsi — KONMUYEeCTBO MOMbITOK BBOAA Mapons He
orpaHnyeHo



«Bpemsi 6roKMpOBKM y4EeTHOM 3anncu = YCTaHOBMEHHOE 3HayeHue pernameHTupyet Bpems

B Crny4yae BBoAa HenpaBWibHbIX BGNOKMPOBKU YY4ETHOWM 3anucuK nocne BBoga HEBEPHOro napons

naponemn» bonee gonycTnmoro vncna pas (onpegensieTcss napameTpom
MakcumanbHoe KonuyecTBO owunbok BBoaa napons). B
OaHHbIA MHTEepBan BpPEeMEHW BXO[ HEBO3MOXEH Aaxe Mpu
BEpPHOM BBOZAE Naporsi.
BoamoxHoe 3HayeHue napameTtpa: oT 17 MuH oo 5 4 n He
ucrnosb3yemcsi — B TakOM cry4ae pa3brnoknpoBka BO3MOXHaA
TONbKO aAMWHUCTPaTOPOM

«OTO0bOpaxaTb BpeMsl nocnegHero Bo3moxxHoe 3HauveHue napametpa: [Ja/Hem. B 3HaveHumn [a

YCMELLHOro BXxoaa» npuv odepeaHOM BXoAe Monb3oBaTens BO BPEMS BbINONTHEHUS
npoLieaypbl KOHTPONS LEenocTHOCTM 00BEKTOB OTOBpaxaeTcs
Jata un Bpemsa MocrnefHero YCMewHoro Bxoda AaHHOro
none3oBaTtens. B 3HayeHun Hem — He oTobpaxaeTtcs

«Bpemsa oxvngaHusa aBTopusaumm Bpewms, 0TBOAMMOE Ha BBOA nonb3oBatenem

nonb3oBaTens» aBTOPM3aLMOHHbIX AaHHbIX (OT Hayana Habopa AaHHbIX, A0
Haxatua kHonkn OK). Ecnum nomnb3oBatenb He ycnen
3aBEpLUUTb BBOS, aBTOPM3ALIMOHHbIX AaHHbIX, Y)Ke BBEAEHHbIE
OaHHblE O4YMLLAlTCS.
BoamoxHoe 3HayeHue napametpa: ot 1 MuH oo 10 muH n He
ucrnosb3yemcsi — BpeMs OXnaaHusa BBOAA aBTOPU3ALIMOHHBIX
OaHHbIX HEOrPaHNYEHHO

«CunTbiBaTh aBTOPU3ALMOHHYHO BosmoxHoe 3HauyeHue napametpa: Ja/Hem. B 3HadeHun Hem
nHdOpMaLMIO 13 annapaTtHoro aBTOpM3aLMOHHas MHgopmaumsa BBOAUTCA Nonb3oBaTenem C
Kroya» KknasuaTypbl. B 3HaveHumn [a aBTopmsaumMoHHas nHdopmMaums

CYUTbIBAeTCA C NaMATKU annapaTtHoro I/I,D,eHTVICbI/IKaTOpa B
COOTBETCTBUN C HaCTp0I7IKaMVI yquH0|7| 3anncu nonb3oBaTens,
ykasaHHbIMW Ha BKknagke AnnapamHasi udeHmugbuxkayusl.
[aHHaa nonutuka aBTOpPM3auuKM OOCTYNHA TOMbKO B 6a3oBOM
pexume paboTtbl CA3 Dallas Lock

«dukcnposaThb B XXypHane Bo3moxxHoe 3HauveHue napametpa: Ja/Hem. B 3HaveHumn [a

HenpaBunbHble Naponu» HeBepHbIN naporb, BBEAEHHbI’ nonb3oBaTenem,
oTobpaxaeTcs B XXypHane B ctonbue OnucaHue. B 3HayeHun
Hem — He oTobGpaxaeTcs

«ABTOMaTMYeCKU BbIGOP Bo3moxxHoe 3HauyeHune napametpa: [Ja/Hem. B 3HayeHun Hem
annapaTtHoro naeHtTudukaTopa npu annapaTtHbii  uaeHTudgumkaTop [OMmKkeH ObiTb BbiOpaH U3
aBTopu3aLmmn» npeabsBreHHbIX NOMNb30BaTENEM CaMOCTOATENBHO.
B 3HauyeHun [a obHapyxeHHbIN annapaTtHbI ngeHTudmukatop
ucnonb3yeTtcd aBTOMaTUYECKU. Ecnn annapaTHbIX
naeHTndukaTopos npeabsBreHo HEeCKOIbKO, TO

ucnonb3yeTcsl NepBblii 0OGHaPYKEHHbIN

Ta6nuua 2 — Cnucok napameTpoB KaTeropum «MonuTuku naponeit»

MapameTp nonuUTUKM OnucaHue
«MakcrumanbHbI CpOK OeNCTBUS MapameTp ycTaHaBnMBaeT MaKCUMManbHbIA CPOK AEWCTBUSA
napons» napons nonb3oBatenen. o ucteyeHuM cpoka [encTBuUS

nonb3oBaTento aBTomMatuyeckn ByaeT nNpeanoXeHo CMEeHUTb
naponb. He pacnpocTpaHseTcs Ha YyyeTHble  3anucu
nonb3oBaTenen ¢ yCcTaHoBMNEHHbIM aTtpubytom BeccpoyHbIn
naponb



«MuWHUManbHbBIM CPOK AENCTBUS
napons»

«HanomuHaTtb 0 cmeHe naponsa 3a»

«MuHManbHasa annHa»

«Heobxoanmo Hanuume umdgp»

«Heobxoaumo Hanu4ne
CMeLCcnMBOIIOB»

«HeobxoanmMo Hanmume CTPOYHbIX U
NPOMNUCHBIX ByKB»

«Heobxognmo otcyTcTBUE Undpbl B
nepBoM 1 NocreaHeM CUMBONax»

«Heobxoanmo nameHeHWe nNapons He
MeHbLLE, YEM B»

«PaspelleHa reHepauusa napons»

Bo3amoxxHoe 3HaueHune napametpa: oT 1 go 180 dHeld v He
ucronb3yemcs — MakCUMarnbHbIN CPOK AENCTBUA Napons He
yCTaHOBMEH

lMapameTp onpegenseT MUWHUManbHbIA CPOK  OEWCTBUSA
naponda. Ecnn 9TOT CpoK ele He uCTek, CMeHa napons
nonb3oBaTeneM sanpeLyeHa.

Bo3amoxHoe 3HadeHue napameTtpa: oT 1 go 30 Owel, He
ucrosnb3yemcsi — MWHUMAalnbHbIA CPOK [JOEWCTBUS  He
yCTaHOBIEH

MapameTp 3agaet nepuon o YCTaHOBIEHHOTIO
MaKCMManbHOro cpoka [eWcTBus naposs, B  KOTOPbIN
none3oBatento  OyaeT  BbIBOOAUTbCA  cooluwieHne o
Heo6Xxo4MMOCTM CMEHbI Napons.

BoamoxHoe 3HaveHne napameTpa: oT 1 oo 15 OHel n He
ucrnonb3yemcsi — coobLleHne BbIBOAUTLCS He OyaeT

MapameTp ycTaHaBNMBaeT OrpaHWYeHWE Ha MWHUMAIbHYO
ANVHY naponsi.

BoamoxHoe 3HayeHuMe napameTtpa: oT 1 pgo 14 u He
ucrionb3yemcsi — YycTaHaBNMBaeMbI Maposib MOXET UMETb
nyctoe 3HayeHue

Ecnu paHHbI napaMeTp BKMKOYEH, TO NPY CO34aHMM Napons B
HeM JOMXHbI MPUCYTCTBOBATL LNQPbI.

Bo3morxHoe 3HayeHne napametpa: [a/Hem

Ecnu gaHHbIv napamMeTp BKIOYEH, TO NPU CO34aHUKN Napons B
Hero AOMKHbl ObiTb BKIHOYEHbI CrieumanbHble CUMBOIIbI, Takue

Kak "~", "I @, ", ST, 0", AT, RN, M, (YT, N
T. A.

BosmoxHoe 3HaveHue napameTtpa: Ja/Hem

Ecnun gaHHbIV napamMeTp BKIKOYEH, TO NPU CO30aHUKN Napons B
HEero JOIMKHbI ObITb BKITHOUEHBI KAK CTPOYHbIE, TaK U NPOMUCHbIE
OyKBbI.

BoamoxHoe 3HaveHne napameTtpa: LJa/Hem

Ecnv paHHbIN napameTp BKIOYEH, TO NpW co3fdaHMM napons
ero nepBbIA U NOCneaHWd CUMBOM HE [AOIMDKHbI SABNSATLCH
umdpamu.

Bo3morxHoe 3HayeHne napametpa: Ja/Hem

Ecnu paHHbIE napameTp BKMHOYEH, TO MpW CMeHe Maposs
HOBbI NApPOrb AOMMKEH OTNMYaTLCA OT CTAPOro He MeHee, YemM
Ha yKasaHHoe Konu4yecTBo cumMBonioB. CBepka cTaporo u
HOBOr0 Napons OCYLLECTBNSETCA NOCUMBOJIBHO.

BoamorxHoe 3HayeHue napameTpa: oT 1 go 10 cumeonos n He
ucrosib3yemcsi — NPOBEPKN Ha OTNMYME CTaporo napons ot
HOBOTO HE MPOUCXOAUT

BosmoxHoe 3HadeHue napametpa: [a/Hem. B 3Havenun [a
nonb3oBaTento faeTcs BO3MOXHOCTb reHepauuu naponen. B
3HayeHun Hem 'y nonb3oBaTens HET  BO3MOXHOCTU
BOCIMONb30BaTLCHA reHepauunen napons



Ta6bnuua 3 — Cnucok napameTpoB kaTeropuu «Monutukmn ACY»
MapameTp NonNUTUKK OnucaHue

«Tectnposanne [CH npu Bxoge» Bo3amoxxHoe 3HauveHue napametpa: Ja/Hem. B 3HaueHun [a
ocyuwiecTBnsetrca camoTtectupoBaHme [CYH npu Bxoge. [Npu
3HayeHun Hem camoTtectmpoBaHne [CY npu Bxope
OTKIMOYEHO

«Y1cno nonbITOKk CaMoOTECTUPOBaAHUSA  YCTaHOBMIEHHOE 3HayYeHWe pernameHTUpyeT YMCro MOMbITOK
OCY» camoTecTtupoBanuna [CH.
BosmoxxHoe 3HauyeHne napameTpa: oT 1 o 3

Cnepyetr o0paTutb BHMMaHWe, 4TO npu ucnonb3oBaHum CAO3 Dallas Lock B coctaBe TC,
npegHasHavyeHHoro anst obecneveHnsi GesonacHOCTM 3awmwaeMot  uHdopmaumu, Heobxoammo
yCTaHaBNMBaTb NapaMeTpbl NONUMTUK 6e30MacHOCTM, COOTBETCTBYIOLME TpeboBaHMsAM, NpeabsBsSeMbiM
K KflaccaM 3aluLLEHHOCTM aBTOMaTU3NPOBaHHBIX CUCTEM.

3.5 Toacucrtema KOHTPONSA LLENOCTHOCTU KOMNOHeHTOB TC

C[3 Dallas Lock no3sonsieT ocyLlecTBNATb KOHTPOMb LENOCTHOCTM CneayloLwmx TUNOB 0ObEKTOB:

dannosas cuctema (PC);
PeecTp;
O6nacTtu gucka;
BIOS CMOS;
Tabnuubl SMBIOS;
e  AnnapaTtHas KOH(urypauums;
e [lpowwuska CO3.
MpocMOTp KOHTPONMpPYEMbIX OO BEKTOB KOHKPETHOW KaTeropmm oCyLLEeCTBNAETCA Yepe3 COOTBETCTBYOLLME
KHomMKku Ha naHenu Kateropwms.
[na KOHTpoONs LEenoCTHOCTM UCMONb3yeTCA METOA CpaBHEHWs pacdeTHOW KOHTporbHon cymmbl (KC),
NOMy4YeHHON B MOMEHT MPOBEPKU LENOCTHOCTU, C 3TaNOHHON KOHTPOSbHOW CyMMOW, pacCyuTaHHOW B
MOMEHT Ha3Ha4YeHUs LeroCTHOCTH.
[ns nogcyeTa KOHTPOMbHLIX CyMM Mcnonb3ytoTces anroputMmbl CRC32, xaw MD5, xaw MOCT P 34.11-94.

3.5.1 T[MapameTpbl KOHTponupyembix o6bekToB ®C, peectpa Windows u obnacrten xecTkoro
Aucka

MapameTpbl KoHTponupyembix obbektoB PC, peectpa Windows wu obGnacter >XecTKoro Aucka
npeactasneHsl Hke (Tabnuua 4).
Ta6bnuua 4 — MNapameTpbl KOHTPONMPYEMbIX O6HLEKTOB

HauvmeHoBaHue napameTpa OnucaHue

O61beKkTbl (hannioBOM CUCTEMBDI
«MyTb» MyTe k canny wunu katanory (OUPEKTOPUI0) KOHTPOMMPYEMOro
o6bekTa. 3agaetcs npu gobasneHun obbekta OC, B ganbHenWwem He
MOXET ObITb U3MEHEH

«OnucaHune» TekcToBOE OnMMcCaHne KOHTponNupyemoro obbekta
«Anroputm pacyeTtar» ANroputm pacyeTa KOHTPObHOM CyMMbl 06 beKTa (hannoBom cCUCTEMBI
«Y4unTbiBaTb HanNMune» Mpu KoOHTpoOne LUenocTHoCTM obbekTa harnoBor cuctemsl byaet

NPOBEPSATLCS  HanuuMe YykaszaHHOro ob6bekTa. YcTaHaBnuMBaeTcs
aBTOMaTUYECKU NPY YCTaHOBKE aTpnbyTOB YUMTbIBaTb COAepPXUMoe
1 Y4nuTbiBaTb aTpUGyThI

«YunTbIBaTh COAEPXKUMOEN Mpy KoHTporne LUenocTHOCTM obbekTa (hainoBoi cucTembl GyadeT
NPOBEPATLCSH COAEPXKMMOE YKa3aHHOro oGbekTa

«YuntbiBaTh aTpUbYThI» Mpn koHTpore uenocTHocTn obbekTa dannoBon cuctembl Byget
NpoBEPSATLCS HEM3MEHHOCTb aTPUDYTOB yKa3aHHOro obobekTa

O61bekTbl peecTpa Windows



«®dann BeTkn peectpa» Myt k danny peectpa. 3agaetca npu gobaBneHun obbekTa, B
AanbHenweM He MOXeT OblTb U3MEHEH

«[yTb peecTpa» MyTb K KOHTpONMpyemMomy OOBLEKTY B yKkasaHHOM Bbille daiine
peectpa. 3agaeTca npu foGaBneHMn obGbekTa, B AanbHeMweM He
MOXET ObITb M3MEHEH

«OnucaHne» TekcToBOE ONMCaHNe KOHTPONMPYEMOro o6beKTa
«AnropuTm pacyetar Anropmntm pacyeTta KOHTPONbHOM CyMMbl 00beKTa peectpa
«PekypcuBHO» Mpn KoHTpone LenocTHOCTM 0b6bekTa peectpa Tuna «Kniou» OyayT

Takke KOHTPONMPOBAaTbCA Bce Moaknoun peecTpa. He npumeHumo
Ans oGbEKTOB peecTpa Tuna 3HadyeHue

O6nacTu XXecTKoro gucka

«[mck» HanmeHoBaHue xecTKkoro gncka, nogkrtodeHHoro Kk TC. 3agaetcsa npu
nobaBneHnn obbekTa, B JanbHENLEeM He MOXET OblTb N3MEHEH

«Onucanune» TekcToBOE ONMCaHne KOHTPONMPYEMOro o6beKTa

«HavanbHbIn cekTop» HayvanbHbIn cekTop 06nacTu XeCcTKoro ancka

«Konu4yectBo cektopoB» KonnmyecTBO CEKTOPOB >KECTKOro [AMCKa, NOAMeXaliuxX KOHTPOIIo
LeNTIOCTHOCTU

«Anroputm» Anroputm pacuyeTa KOHTPOSbHbIX CYMM MpU KOHTPOSE LEeNOCTHOCTU

obnacTu XecTkoro aucka

AOMUHUCTPATOP UMEET BO3MOXHOCTb 3a4aBaTb CMMCKM KOHTPONMPYEMbIX OOBHEKTOB M MPOM3BOANTL UX
penaktupoBaHue. [log pepakTMpoBaHMEM MOHMMAETCsl yaarieHue 3MNEMEHTOB M3 Cnucka, M3MeHeHue
napameTpoB 3/1IEMEHTOB CM1CKa.

Kaxxgas 3anvck B cnncke 06beKTOB COCTOUT M3 CreayroLmnx cTonoLoB:

e  UdeHmucbukamop;

OnucaHue;

Aneopum,

lNapamempei,

OmanoHHas KC;

Pacuemtas KC.

MexaHn3m KkoHTpons uenoctHocTu PC nos3BonseT OCyLeCTBATb KOHTPOSb OOBLEKTOB CreayrLmx
dannosbix cuctem: FreeBSD UFS/UFS2, Solaris UFS, FAT16, FAT32, NTFS, Ext2, Ext3, Ext4, VMFS3,
VMFS5 (ESXi), XFS (LVM). B CO3 Dallas Lock peanu3oBaHa BO3MOXHOCTb 3agaBaTb KOHTPOMb
LeNTOCTHOCTM ANs Taknx o6beKToB hainoBoON cUCTEMbI, Kak doain 1 narka.

HasHauaTtb KoHTponb uenoctHocTM PC MOXHO Tonbko Ans obbvekToB OC, HAaXOAALWMNXCH Ha
NoKanbHbIX AUCKax, 1 0bnacTam noKanbHbIX JUCKOB.

3.5.2 HacTtpo#ka KoHTponsa uenoctHoctn BIOS/CMOS/ SMBIOS

KHonku B 6noke [Jeticmeusi ons kateropun BIOS CMOS:

e O6HOBUTL CMOS;

e CoxpaHuTb.
Ona kateropun BIOS CMOS copma npocMoTpa pasgerneHa Ha Tpu 6rnoka BIOS, CMOS n SMBIOS
(puc. 2).
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KoHTpons uenoctHoct CMOS

Puc. 2. Koutponb BIOS/CMOS/SMBIOS

Bnokn BIOS, CMOS n SMBIOS npeactaenstoT u3 cedst Tpy Tabnuubl 3Ha4YeHUI, B KOTOPbIX LIBETOM MOXHO
BbIOENATb AYENKW, NS KOTOPbIX HYXXHO Ha3Ha4YUTb KOHTPOIb, NPU 3TOM YCTaHOBMB YekOOKCcbl KOHMporib
uenocmHocmu BIOS, Konmporne yenocmHocmu CMOS n KoHmpornbs yennocmHocmu SMBIOS.

B 6noke BIOS n SMBIOS gns ygoGHOro Mcnonb3oBaHWsi NPeayCMOTPEHbI KHOMKM Bbiaenutb Bce U
Ouunctutb. B 6noke CMOS 310 kHoMkn UHBepcusA, koTopas 3amMeHseT Ha3HayYeHne LenocTHOCTM Ans
KaXXOon A4enkn Ha obpaTHoe 3HayeHre, OunctuTb 1 Mo ymonyaHuto. Ha BbigeneHHble LBETOM AYENKM
Ha3Ha4YeH KOHTPOSb LIeSIOCTHOCTU. ECnun s4einkn KpacHoro useta — KOHTPOSb LEeMNOCTHOCTU AN HUX He
nNpPonaeH.

3.5.3 HacTtpoika KOHTpOnA LeNnoCTHOCTU annapaTHOM KOHdUrypaumm

HacTpoiika napameTpoB KOHTPOMS LENOCTHOCTM arnnapaTtHoW KOH(Wrypaumu OCYLLeCTBRAeTCA npu
Bblbope kaTeropum AnnapaTtHasi KOHcurypaumsa Ha Bknagke KoHmposnupyemsie 06beKkmebil.

Ons KaTeropumu AnnapaTHaﬂ Komburypauml OOCTynHbI cnegywuine (byHKLI,MOHaﬂbeIe KHOMKW:

¢ KoHTponupoBaTb Bce rpynnbl — MpuU Ha)XaTUn OCYLLECTBISAETCS MHULMMPOBAHUE KOHTPOSSA
BCEX IPYNN KOHTPONMPYyeMbIX OO BEKTOB annapaTHOW KoOHUrypauumm;

e CHSATb KOHTPONb CO BCEX FPyNn — MNpu HaxxaTuM OCYLLECTBMNSETCH MpeKpalleHne KOHTpOons
BCEX IPYNMN KOHTPONMPYEMbIX OOBEKTOB annapaTHoOWM KoHUrypauumu;

e OGHOBMUTbL KOH(pUrypaLmo — Mpu HaXaTum OCYLLECTBIISETCA OOHOBIIEHNE CMMCKa YCTPONCTB
annapartHon koHdurypauum TC;



e [epecuntaTb — Mpu HaxaTuUM OCYLLECTBMNSAETCH NepecyeT 3Ha4YeHUr LIeNoCTHOCTU OOBHEKTOB
annapaTHOM KoHdurypaumu;

e CoxpaHuTb — Mpu HaXaTumM OCYLLECTBMSETCA COXpPaHEHME CMMUCKA KOHTPOMNMPYyeMbIX OOBEKTOB
annapaTtHOMn KOHdUrypaumm.
[Nsi HACTPOWKM KOHTPONSA annapaTHON KOHMUIypauumn B OCHOBHOW 061acTn OCTYMNHbI COOTBETCTBYIOLLME
rpynnam 4YekbOOKCbl KOHMpoauposame 2pyrry W HanpoTUB KOHKPETHOro uaeHTudumkatopa B rpynne
UCKITIOYUMb U3 KOHMPOIS8KMHOYUMb KOHMPOJIb.
Ona kateropun AnnapaTHas KoHdurypaums BbIBOOAATCHA CMUCKW rpynn annapaTHOW KoHdurypauuu
(Tabnwuua 5).

Tabnuua 5 — MNpumep cnucka rpynn annapaTHOW KoHdUrypauum

Fpynna OnucaHue

Cuctema OTtobpaxaetca uHdopmauns o matepuHckonm nnate, BIOS wn ueHTpanbHOM
npotieccope

OnepatuBHas OTobpaxatoTca yCTaHOBMEHHbIE MOAYNU ONepaTMBHOW NaMsTU

namsaTb

PCI-YcTponcTea Otobpaxatotcs nogkntoveHHble PCl-ycTporicTea

Hakonutenu OTobpaxatoTca yCTaHOBMNEHHBIE HAKOMUTENN

USB-YcTponcTea OTobpaxatoTca pasnuyHble YCTPOWCTBA, MNOAKM4YeHHble 4vepe3 USB-nopr,
Hanpumep:

— annapartHble naeHTuduKaTopsl;
— USB-npeobpasoBareny;
— USB-HID ycTporictBa

Kaxkgas rpynna cooepXuT CBOM CMMCOK OTHOCSLLMXCS K HEW YCTPOWCTB, KOTopble noakmntoyeHsl K TC, ecrin
rpynna He COAEpPXWUT YCTPONCTBA, OHa Takke BbIBOAMTCS.
Cnmncok ycTponCTB, BXOOALWMX B TY UMK OPYrYI0 rpynny, COAepXXWUT Nonsi:

e  MdeHmuchukamop — annapaTHasi KOHUrypaums yCTpoOnNCTBa;

e  Tun — T1n obopynoBaHus;

e [Ipoussodumerib — npoussBoanTens 060pyaoBaHUS;

e  Cmamyc — oTobpaxaeT cocTosiHue ycTpoicTaa. [Norne 3anonHseTcs Npyu HapyLLEHUM KOHTPOrS
LeNTOCTHOCTM U MOXET NPUHUMaTh ABa 3HavyeHus: [JobasneHo nnu YoaneHo.

3.5.4 HacTtpoWnka KOHTpons LenocTHocTu npownsku CO3

Ons kateropumn Mpowmneka CA3 fOCTyNHbI criegyrowwme QyHKLUOHAmNbHbIE KHOMKMN:

e [lpoBepuUTb — MNpu HaxaTUM OCYLLECTBIAETCH NPOBEpPKa PacYHeTHbIX KOHTPOSIbHLIX CYyMM
npowwuskn CAO3;

e  CoXxpaHuUTb — MpU HaxXaTun OCYLLECTBMSETCA COXpaHeHve BblIOpaHHOro anroputma u pacdet
KOHTPOIbHbIX CyMM npowuskm CO3.
[ns ycTaHOBKM KOHTpons LenocTtHocTv npowwmskn CO3 Heobxoamnmo ycTaHoBUTE chnar B none Bxioyums
KoHmporb npowusku C3.
Jonyctuma yctaHoBka aTpubyta AnroputMm — 13 BbinagaroLwero cnucka BblbrpaeTcs anropMtm pacyeTa
KOHTPOMbHOW CyMMmbl npowmnsku CO3.

3.6 TlMopcuctema perucTpauum u yyeta

CobbiTvas no agmuHuctpupoBaHuio CO3 Dallas Lock, coObiTua BxodoB nornb3oBaTenen, cobbiTust
NPOBEPKN LIENMOCTHOCTU N PEAAKTMPOBAHMUS YYETHBIX 3anucer nonb3oBaTenen pUKCMpyoTCs B XXypHane.
CopTupoBKa 3anvceln xypHana no nopsakoBOMy HOMEPY, BpEMEHN COObITUSI, NOfb3oBaTeNsIM, B TEYEHUE
paboTbl KOTOPbLIX MPOM3OLLIIO COObITUE, HAaUMEHOBaHWK COObITUS, pe3ynbTaTy W onucaHuo (rno
BO3pacTaHuio/yObiBaHMIO) OCYLLIECTBNSAETCA HAXXaTUEM Ha 3arofloBKM COOTBETCTBYHOLLMX CTOMNOLIOB NEBON
KHOMKOW MbILLIN.
B xoae BbINOMHEHWsI Npoueaypbl KOHTPONS LEeNOCTHOCTM 0OBLEKTOB OTOOpaXKaeTCs KONMMYECTBO 3aHSATON
namsaTn XXypHanom (B NpoueHTax).
B XypHane BbligensTcsa cnegyoLlme Kateropum cobbiTuiA:

. Bxoabl;

e  AAMMHMUCTpUpOBaHUe;



e  YyeTHble 3anucy;

e LlenocTtHoCTb.
MpocMOTp COBLITUIN KOHKPETHOW KaTEropuMmn OCYyLLECTBNSAETCH Yepe3 COOTBETCTBYHOLLME KHOMKA B NaHenu
KaTteropwus.
Kaxkgas 3anuch XypHana XpaHUTCsl B SHEproHe3aBUCUMON NaMsaTu nnaTbl B npeobpaszoaHHoM Buae. MNpu
YTEHUW 3anncK XXypHana npouseoanTcs obpaTtHoe npeobpasoBaHMe C NPOBEPKOW KOHTPONBHOW CyMMbl. B
crny4yae HecoBMageHWst KOHTPOMbHOM CYMMbl 3anncK BbIBOAUTCSH COOTBETCTBYHOLLEE NpeaynpexaneHue, a
3anMcb CYUTAETCS NMOBPEXOEHHOWN.
Bo3MoXHbI crieayolmne AeNCTBUS C XKYpHANoMm:

e  ®uUnbTp — BO3MOXHOCTb MMOKOM ounbTpaumMm 3annucen XXypHana;

e  OuynmcTuUTb — BbIBOOUTCS ANANOroBOE OKHO C NPeAnoXeHneM OUNCTKM XXypHana. [ocne ouncTkm
XXypHana nopsgkoBas Hymepaums HOBbIX COBbITMI NpoaoIKaeTcsa aanee, a He HaYUNMHaeTCsl 3aHOBO;

e  JKcnopT — 3KCMopTUpOBaHMWeE XypHana B Tpebyemom copmare;

e  WNHdopmauma — BbIBOAUTCH MHPOPMALMOHHOE OKHO AN BbIGpaHHOro cobbITus.

MogpobHoe onncaHue paboTbl AaHHbLIX AENCTBUI ONUCaHbl B JOKyMeHTe PykoBoAcCTBO Mo
akcnnyaTauun NMPHA.501410.003 P3.

Pasmep XypHana npegycMOTpeH Takum obpa3om, YTOObl HE MPOVCXOAMIIO ero NepenosiHeHe 3a Bpemsl
akcnnyaTtaumm CO3 Dallas Lock (Hanpumep, Ha uHTepBan NepuognyecKkoro KOHTPONsS 3aLLMLLEHHOCTH
uHdopmaumm Ha obbekTe MHpopmaTusauun). Npu nepenonHeHum XypHana 6onee 4yem Ha 85% npu Bxoae
B CA3 Dallas Lock Bbigaetcss cooTBeTCTBYOWEee npeaynpexaenune. MNMpu 3anonHeHun xypHana 6onee
yeM Ha 95% BxO[ B CUCTEMY pa3peLleH Tonbko Ansg agMuHuctpuposaHmsa CO3 Dallas Lock.

B kateropun Bxogbl dounkcupyroTcs cobbiTus, CBA3aHHbIe C npoueccoM ayteHTudunkaumm B CO3 Dallas
Lock:

e [pOBepKa nonb3oBaTens;
e  MHMUManM3aums CUCTEMbI, MHULManM3auns NoaACuCTEMbl ayanTa;

ctapt OC, BbIkno4YeHne paboTbl NogcUCTEMbI ayauTa;

3anyck 060o4kN agMUHUCTPATOpPa;

CTOPOXEBOW TaMep;

BbIXO4 MOMb30BaTens;

nepesarpyska, 3aBepLueHne paboTbl NOACUCTEMbI ayanTa;

BbIKIMOYEHME, 3aBepLleHne paboTbl NOACUCTEMBI ayauTa;

CMeHa naponsi.

B kaTteropuv AAaMuHUCTpUpoBaHue OUKCUPYIOTCSA COBObITUS, CBA3aHHbIE C yNpaBrieHneMm KoHurypaumen
n obHoBneHnem CA3 Dallas Lock:

e BBOZA B [loMmeH Ge3onacHocTy;

e  BbIBOA 13 [lomeHa 6e30nacHoOCTy;

e  13MeHeHWe napameTpoB 3arpy3ku (bnokumpoBaTb knaBuaTypy npu 3arpyske, Ucnonb3yetcs
Legacy BIOS, TllepepaBatb wuHdopmauuto 3arpy3umky uepe3 NAND, PaHHaa 3arpyska,
CoBmectumocTh ¢ EFI 1.0);

e  N3MEHEHWe NonuTUkM 6e3onacHoCTy;
0BHyneHve aT4YMKOB BCKPLITUSA KOPMYCa;

O4UCTKA XypHana;

pa3broKNpoBKa BCEX MONb30OBaTENEW;

CHXpoHm3auusa ¢ CepBepom 6e3onacHoCTy;
TectupoBaHue [OCY;

yCTaHOBKa BpeMeHU cpabaTbiBaHUS CTOPOXXEBOrO Tanmepa;
yCTaHOBKa AaTbl-BpeMeH!;

yCTaHOBKa KOPPEKLUN YaCoB;

npumeHeHne koHdurypauun CO3 Dallas Lock;
coxpaHeHue otyeTa o koHdurypaumm CA3 Dallas Lock;
obHoeneHne npowwnskun CO3 Dallas Lock;

9KCMOPT XypHana;

cpabaTtbiBaHME CTOPOXEBOrO Tanmepa;

reHepaums ncesocrny4yanHon nocnegoBaTenbHOCTY;
3agaHve 3arpy3o4HOro yCTponCTBa;



nobaBneHne o0bekTa KOHTPONS LEeNoCTHOCTM hanrioBon cucteMbl / peecTtpa / obnactu gucka /
annapartHon koHdwurypaumm / BIOS / CMOS / SMBIOS;
N3MeHeHne 0b6bekTa KOHTPONS LeNoCTHOCTU chainoBon cucTembl / peectpa / obnactu gucka
/annapaTtHou koHdpurypaumm / BIOS / CMOS / SMBIOS;
yaaneHne obbekTa KOHTPOMS LEenocTHOCTM hannoBon cuctembl / peectpa / obnactm gucka
/annapaTtHoi koHdurypaumm / BIOS / CMOS / SMBIOS.
B kaTeropuu YyeTHble 3anucu pUKCUPYHOTCSt COObITUSI, CBSA3AHHbIE C U3MEHEHUAMWU YYETHbIX 3anucen
nonb3osatenen B CA3 Dallas Lock:

nepBrYHas perncTpaums y4eTHoW 3anuncu;
MOBTOPHAas permcTpauns y4eTHON 3anucu;
co3faHve y4eTHOM 3anucu;

N3MEHEeHVe y4eTHON 3anucu;

3agaHvie Nnaporns y4eTHOW 3anucu;
yAaneHue y4yeTHOW 3anucw.

B kateropum LlenocTHoCcTb PUKCUPYIOTCA COObITMSI, CBSI3aHHblE C  MPOBEPKOIA
KOHTPONUPYEMBIX OO LEKTOB:

3aBepLUeHne KOHTPONS LeNTOCTHOCTU OGBLEKTOB;
KOHTPOIb LIeNOCTHOCTN 06bEeKTa;

nepecyeT LieNoCTHOCTN 06bEeKTa;

yaaneHue o6bekTa LieNoCTHOCTY;

3aBeplUeHne nepecyeTa LenocTHOCTU crncka obbekTa.

LEJTOCTHOCTU

B cnyyae BO3HUKHOBEHUSA COObLITMSA, HE MONagAlOLWEro HU Nog OAHY U3 KaTeropui, B XKypHan 3aHoCUTCA
cobblTne HeussecmHoe cobbimue.



