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|

@ Serial

MHorogyHKLNOHaNbHbIN MexXceTeBon
akpaH (NGFW/UTM) c nogaep>xKoun
anroputmos NOCT. lNpegHa3Ha4veH
ANA 3aWmnThl:

® BHelWHero nepuMeTpa KOpI‘IOpaTMBHOVI ceTn,

] BHyTpeHHeﬁ ceTn,

® LeHTpoB 06paboTkm gaHHbIX (LLOO),

= reopacnpegeneHHon (TepputopuanbHo-pacnpeneneHHoi)
cetu,

B TEXHOJNOrMYeCKnX ceTen.

KnioueBble npeuvMyuiecrtea

1. KnioueBoit pyHKLMOHan KOHTUHEHT 4

= LleHTpann3oBaHHOE yrpaBneHne n MOHUTOPUHI
MaeHTudunKauma NpUnoXXeHnn
3almTa oT BTOPXKEHUIN N BpedoHOCHoro N0
VPN v ypaneHHbIn goctyn
Pacwudposka Tpaduka
MaclTabrpyeMoCcTb M 0TKa30yCTOMYMBOCTb
JproHomMuka
MopnepXKka ceTeBbIX TEXHONOrnm

2, CtabunbHas paboTta
= TwaTenbHoe TECTUPOBAHME HOBbIX BEPCUN
m PasBuTasa TexHnyeckasa nogaepxka, LLeHTp MOHUTOPUHTa
(SOC) 1 KOMbIOHUTK
= OTKa30yCTOMYMBOCTb M pe3epBUPOBaHME KaHaNOB CBA3N

3. ABTOMaTU3NpPOBaHHbIE UHCTPYMEHTbI

Murpauum ¢ UHocTpaHHbiXx NGFW
= Check Point

= FortiGate

= Cisco

4.TOCT VPN
m [locTpoeHue Full-Mesh ceTtem
m [locTpoeHue ceTel Tuna «3se3na»
= 3alWULLEHHBIA YOaNeHHbI JOCTYMN C KOHTPONEM
COCTOSIHUSA MOJKIIOYaEMbIX YCTPONCTB
(koHuenuusa Zero Trust)

5. OTKpbITas aKocucTtemMa NnpoayKTos

Knéep6e3onacHoOCTU

1. Multifactor

2. DS Integrity

. Efros Defence Operations

. Kaspersky Anti Targeted Attack (KATA)

PT Sandbox

. AVSOFT ATHENA

. Threat Intelligence Platform Security Vision
. Threat Intelligence Platform R-Vision

ONO O AW
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KOHTUHEeHT 4

IPC-R550

CpenaHo 8 Poccun §

I'Ipouasonmen bHOCTb

1. JNNa6opaTopHasa

Mpon3BoaMTENbHOCTL NONyYeHa Ha Tpaduke, cocTosAweM

13 UDP-nakeTtoB (o MC3) n Habope npunoxeHun (ons UTM).
Mpwn TecTupoBaHun ncnonbaosanuck 200 nakeTos B 0b6e
CTOPOHbI CO CpeaHUM 3HadyeHneM naketa 1500 6anT.

UTM (M3+IPS+DPI+SSL 2300
inspection)

VPN 1000
M3 9800
L2 IPS 2200

2. Real world mix

lMponsBoanTenbHOCTb NoNyyYeHa Ha TpaduKke, COCToALLEM
13 Habopa npunoxeHui. MNpu TeCTMPOBaHMM UCTONb30Banach
Harpyska B 06e CTOPOHbI CO CPeAHUM pa3MepoM nakeTa

700 6aur.
CkopocTb (Méurt/c)
UTM (M3+IPS+DPI+SSL 1800
inspection)
M3 5300
MakcurMarnbHoe KonmyecTso 3 000 000
OfHOBpeMeHHbIX TCP-ceccuin
Konn4ecTtBo HOBbIX 69100

MOAKIIIOYEHUI B CEKYHIY

MopknioueHus (YcTpoiicTBa)
Lyc 80
YpaneHHble nonb3oBaTenu 150

IPC-R550 | 1



OocTynHble Mogudmrkaumm

1.

Y3en 6esonacHocTu (YB)

= LleHTp ynpaBneHus ceTbio
MexceTeBom aKpaH

L3VPN

Cepsep goctyna (CO)
URL-dpunsTpauma
Mpuoputnsaumnsa Tpagpuka (QoS)
Mopaynb noBefeH4YecKoro aHanusa
MoeHTudunKauma nonb3oBaTtenemn

MHoro¢gyHKUMOHasbHbINM y3en 6e30nacHOCTH
(UTM). ba3zoBbiit

LleHTp ynpaBneHus ceTblo

MexceTeBom aKpaH

L3VPN

Cepsep goctyna (CO)

URL-dunetpaumsa

MpuopnTtnsaunsa Tpadpuka (QoS)

Mopynb noBegeH4YecKoro aHan1sa
MpeHTudurKauus nonb3oBaTenemn
KOHTpONb NpUNOXXeHUn

CucteMa npepoTtepalLeHmnsa sBTopxxeHnn (IPS)
Mogynb 6NoKMpPoOBKK Tpadurka no cTpaHe
npoucxoxagenumsa (GeolP)

TexHuyeckue XapaKTepuctTmukKu

®dopM-dakTop

= Mini-ITX

YXecTkui gnuck

= SSD 256TB

O6LLee KONNMYeCcTBO CETEBLIX MHTEpdencos

= 4x10/100/1000BASE-T RJ45
= 2x Combo 1G RJ45/SFP
= 2x10G SFP+

MopknioyeHme BHewHero 3G USB mogeMa

m HeT

MopT RS232 onsa nogknioyeHus Dial-UP Mmopgema

m HeT

USB nopTsl

= 2xUSB2.0
= 2xUSB3.0

Hpyrue nHtepdemncel

= 1x COM nopt RJ45

= 1x VGA ons MmoHuTopa (D-Sub)

= 1x nopTt c pasbemMoM RJ12 gnsa nogknioveHns
cumTbiBaTENS iButton

CepTtudukarbl

Ceptudpukar ®CTIK Poccum N2 4496 (cpok pemcTeust
0o 14.12.2026):

M3 A4
M3 B4
M3 14
COB 4
vo 4
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3. MHoroyHKLUUOHarbHbIN y3es 6e3onacHoOCTU

(UTM). PaclumMpeHHbIi

LleHTp ynpasneHus ceTbio

MexceTeBou akpaH

L3VPN

Cepsep goctyna (CLO)

URL-punbTpaums

Mproputnsaumnsa Tpagpurka (QoS)

Mopaynb noBefeH4YecKoro aHanmsa
MoeHTUduKauma nonb3oBaTenemn
KOHTpOsb NpunoXxxeHnmn

CucTteMa npegoTBpaLlleHuns BTopxeHun (IPS)
Mogaynb 6noKMpoBKK Tpapurka No cTpaHe
npoucxoxpeHus (GeolP)

= 3almTa OT BpedoHOCHbIX canToB (Malicious, Phishing,

Botnet URL)
= [lpepHacTpoeHHble URL-kaTeropumu
= [lOTOKOBbIV @HTMBUPYC

B

LleHTp ynpasneHus cetbio (LLYC)

LleHTp ynpaBneHus ceTbio
MexceTeBomn aKpaH

L3VPN

Cepsep goctyna (CLO)
URL-duneTpaumsa
MpuopunTtnsaunsa Tpadpuka (QoS)
Mopgynb noBegeHYeCcKoro aHanmsa
MpeHTudurkKauma nonb3oBaTtenemn

5. detekTop aTtak (AA)

= Cuctema npepoTBpalLeHnsa BTopxkeHun (IPS)

Brnok nutaHusa
m 1 6nokK nuTaHua. BxogHble napameTtpsbl: ~100-240 B,
0o 1,5 A, 50-60 I'y,. BeixogHble napamMeTpsbl: 12 B,
He MeHee 3 A

TeMnepaTypHbIN pexum
= o1 0°C no40°C

JonycTnmasi oTHocuUTeNIbHast BMaXKHOCTb
m 0T 0% 0o 85%

[onycTnumMoe atMochepHoe fasreHne
= 0T 84 po 107 klMa

CpepHee BpeMs HapaboTKM Ha OTKa3
= 50 000 yacos

[abapuTHble pa3mepbl (MM)
m 175 x 217 x 45

Bec (kr)
= 1,8

Homep KOHTUHEHT 4 B peecTpe poccuiickoro MNOo:
m 13885 (01 14.06.2022)

Homep nnatdpopmbl KOHTUHEHT 4 IPC-R550 B peecTtpe
PP3M (NN P® 878):

= 10356017
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